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Abstract: Selection and deployment of security hardware for 

Cyber Physical Systems (CPS) necessitate a smart choice. 

Lightweight security algorithms are viable choices for such 

applications. The study presented, will give an overview of 

lightweight symmetric block cipher algorithms and provide a 

summary for algorithm designers of the parameters that influence 

the design of a cipher algorithm and its impact on security and 

implementation. Comprehensive review of lightweight, symmetric, 

Substitution Permutation Network (SPN) type of block ciphers 

aids the lightweight cryptographic algorithm designer in  selection 

of operations suitable for Cyber Physical Systems. An overall 

survey on existing lightweight SPN type symmetric block ciphers 

pertaining to design, security and hardware performance as the 

three corners that trade-off cipher design is made. The design 

composition of cipher based on security and hardware cost is the 

highlight of this paper. 

    Index Terms: Lightweight block ciphers, security, performance 

and design. 

I. INTRODUCTION 

  Cyber Physical systems (CPS) demand a compact and 

lightweight security deployment [1]. The way to establish 

security is through the deployment of lightweight 

cryptographic algorithms [2] – [6].  Block ciphers are of two 

types, namely, the Substitution Permutation Network (SPN) 

type and the Feistel Network (FN) type.  Block ciphers of 

SPN type operate on a block of data of fixed size ‘n’, where 

n=32, 64 and so on. Feistel type of ciphers subdivides the 

data block into halves and operates separately on each block. 

Preferable choice is the use of block ciphers with less 

complexity, better throughput and reduced area occupancy in 

comparison against the stream ciphers. Block ciphers rely 
upon two principles, confusion and diffusion for establishing 

security. Confusion should establish complex relationship 

between plain and cipher texts.  Diffusion is a property in 

which a single bit change in plain text should affect a 

significant number of bits of resultant cipher text .  SPN block 

ciphers operating on fixed block size  are considered for the 

review. Blocks of information transfer are primarily involved 

in the real-time applications.  Parameters to evaluate a cipher 

are security and hardware/software performance. Structural 

design, chosen number of rounds, linear and non-linear 

operation in algorithm impacts the security properties.  
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Every operation involved in the cipher decides its security 

properties as well the performance characteristics. Existing 

studies focus on either structural composition or involved 

operations in algorithms to achieve a demanded level of 

security.  The literature lacks a study relating design, security 

and hardware performance of the SPN type of block ciphers 

[7], [8]. A comparative analysis of design, security and 

hardware architecture as three corners is the motive of the 

review presented. Overview of the tradeoff parameters is 

shown in Fig. 1.  

 
Fig.1. Survey overview 

Composition of encryption schedule and key schedule are 

compared among the considered lightweight ciphers. Further, 

the bounds on the different types of attacks,  namely, linear 

and differential cryptanalysis attacks, key related attacks, 

integral attacks, algebraic attacks, slide attacks, and statistical 

saturation attacks have also been compared. The bounds of 

these attacks and their resistance to the attacks provide 

cumulative information on dependence of every operation on 
the security of the cipher to the algorithm designers. 

Additionally, the motive of lightweight cryptography is to 

provide adequate security to miniature devices which are 

constrained in  area, battery life and computation power. 

Hardware implementation of lightweight ciphers plays a 

major role in resource utilization. An overview of existing 

hardware architectures and its implementation for the 

lightweight ciphers are also presented in this paper. 

II. SHORT DESCRIPTION OF CIPHERS 

This section presents the specifications of the chosen 

iterative lightweight symmetric block ciphers of SPN type.  
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Type of the encryption schedule and the key schedule poses 

an idea of the selection of the type of hardware architecture. 

The non-linear operation in SPN ciphers is substitution and 

linear operation is permutation. The block ciphers are 

normally iterated ciphers where in the encryption schedule 

will have a set of round operations iterated for the round 
times specified in the algorithm. Every round operation is 

made key dependent on the round keys, as generated by the 

key scheduling algorithm. Linear operations, namely, 

permutation, mix columns and shift rows will have less 

impact on the hardware implementation since they are 

realized without any gates. S-box specification of the SPN 

ciphers under consideration are presented in  Table 1 through 

6. The specifications compared in Table 7 shows the 

collective summary of the cipher specifications.  

The operations involved in encryption datapath and the 

key schedule for the specified ciphers are given in Table 8.  

Also, the type of linear and the non-linear operation in the 

cipher will give a better picture on the security as well as on 

the implementation. The structural comparison among the 

ciphers with the listing of the linear and the nonlinear 

operations involved in the chosen ciphers are presented in 

Table 9.  The comparison concludes that the linear and the 

non-linear operation involved in cipher algorithm and the 
iterated number of rounds decide the security properties. Also 

the hardware performance metrics namely, speed, power and 

area are limited by the design composition.  Ciphers compose 

of linear and nonlinear  operations. The non-linear S-box is 

significant in deciding the security and cost of 

implementation. It is the primary non-linear operation in the 

security algorithms. Design of S-box quantify the critical 

path delay and resource occupancy of the cipher to a larger 

extent.  

 

  Table 1 mCRYPTON S-boxes

X 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

S0 4 F 3 8 D A C 0 B 5 7 E 2 6 1 9 

S1 1 C 7 A 6 D 5 3 F B 2 0 8 4 9 E 
S2 7 E C 2 0 9 D A 3 F 5 8 6 4 B 1 

S3 B 0 A 7 D 6 4 2 C E 3 9 1 5 F 8 

 

Table 2 KLEIN S-box 

X 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

S 7 4 A 9 1 F B 0 C 3 2 6 8 E D 5 

 

Table 3 NOEKEON S-box 

X 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

S 7 A 2 C 4 8 F 0 5 9 1 E 3 D B 6 

 

Table 4 PRESENT S-box 

X 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

S C 5 6 B 9 0 A D 3 E F 8 4 7 1 2 

 

Table 5 PRINCE S-box 

X 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

S B F 3 2 A C 9 1 6 7 8 0 E 5 D 4 

 

Table 6 PRINT S-box 

X 0 1 2 3 4 5 6 7 

S [x] 0 1 3 6 7 4 5 2 

 

  Table 7 Comparison of specifications of SPN type symmetric lightweight block ciphers 

Cipher Year Designer Rounds Block 

size 

(bits) 

Key size 

(bits) 

Applications/Design 

aim 
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mCRYPTON 

[9] 

2006 Lim and 

Korkishko 

12 128 64,96,128 miniature 

CRYPTON/compact 
implementation in 

hardware and 

software 

EPCBC [10] 2011 Huihui  
Yap et al. 

32 48, 
96 

96 Electronic Product 
Code/generalized 

PRESENT, 

PRESENT-n 
KLEIN [11] 2012 Gong et 

al. 

12,16,24 64 64,80,96 Wireless sensors and 

RFID tags/software 

performance on 

legacy sensor nodes 
LED [12] 2011 Guo et al. 64-bit 

key, 

s=8. 
128-bit 

key, 

S=12 

64 64,80,96,128 RFID tags/ ultra 

light key schedule, 

compact hardware, 
reasonable 

performance in 

software 
NOEKEON[13] 

 

2008 Daemen 

et al. 

16 128 128 Smart cards/suitable 

for multiple 

platforms, resistant 

to implementation 
attacks 

PRESENT [14] 2008 Rolfes et 

al. 

31 64 80, 128 RFID tags, 

Low passive sensor 
networks 

PRINCE [15] 2010 Knudsen 12 64 128 Real-time security 

purposes 
PRINT[16] 2007 Lars 

Knudsen 

et al. 

48,96 48,96 80,160 IC Printing, 

electronic product 

code. 

Table 8 Comparison of operations in encryption schedule and key schedule 

Cipher Encryption schedule 

operations 

Encryption 

schedule 

type 

Key schedule 

operations 

mCRYPT

ON 

Add round key,Sub 
Nibbles, 

Rotate Nibbles,Mix 

Nibbles 

SPN 

Round Key,S-box 
layer 

Shifting 

 

EPCBC 

Add 

round-key,S-box 

layer 

P-layer 

SPN 
Shifting,S-box layer 

Round counter 

KLEIN 

Add round Key,Sub 

Nibbles 

Rotate Nibbles,Mix 
Nibbles 

SPN 

ith  Round 

Key,Shifting 

S-box layer,Round 
counter 

LED 

Add round 

key,S-box layer 
Shift rows,Mix 

columns 

SPN User supply Key 

NOEKEO

N 

Add round 

ey,Theta,Pi1,Pi2 
Gamma 

SPN User supplied Key 
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PRESEN
T 

Add round-key, 

S-box layer 
P-layer 

SPN 
Shifting S-box layer 

Round counter 

PRINCE 

Add round 

key,S-box layer 

M/M’ – layer,Round 
counter 

SPN User supplied Key 

PRINT 

Key XOR, Linear 

diffusion 
Round counter, 

Keyed 

Permutation,S-box 
layer 

 

SPN 

User supplied Key 

(Sub key1, 

Sub key 2) 

Table 9 Comparison of cipher structures 

Cipher 
 

Key 
schedule 

Encryption 
schedule 

 

Nonlinear 
component 

Linear 
component 

Structural 
Similarity 

with 

cipher 

m-CRYPTON Counter 
based 

Own 
schedule 

substitution bit 
permutation 

CRYPTON 
 

EPCBC 

(PRESENT-n) 

Feistel 

structure 

PRESENT substitution n bit 

permutation 

PRESENT 

(S box(4 x4), 
Permutation) 

KLEIN Variable Own 

schedule 

substitution 64bit 

permutation 

 

LED User supply 

Key 

AES substitution n bit 

permutation 

PRESENT 

S box (4x4) 

NOEKEON User supply 

Key 

Own 

schedule 

substitution 

(Gamma) 

Theta  

PRESENT counter 

based 

Own 

schedule 

substitution 64 bit 

permutation 

- 

PRINCE User supply 
key 

Own 
schedule 

substitution 64-bit 
permutation 

 

PRINT N/A 

Key 

dependent 
algorithm 

substitution 
3-bit 

permutation 

3-way 

SEA, 

Blowfish 
Two 

fish,GOST 
 

 
Fig. 2. Basic round architecture [17] 

 
Fig.3. Partially loop unrolled architecture[17] 
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Fig. 4. Fully unrolled architecture [17] 

 
Fig. 5. Partial outer round pipelining [17] 

 
Fig. 6. Full outer round pipelining [17] 

 
Fig. 7.  Inner round pipelining [17] 

 
Fig. 8. Partially unrolled inner outer round  

pipelining [17] 

 

 
Fig. 9. Fully unrolled inner and outer round  

pipelining [17] 
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Fig. 10. Serial architecture 

 

 

Fig. 11. Comparison of gate equivalents of existing cipher implementations  

 

 

Fig. 12. Comparison of throughput of existing cipher implementations 
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Fig. 13 Cardinality of differential uniformity and linear imbalance of the S-boxes 

 

 

Fig. 14 Maximal differential and linear approximation probability of the S-boxes 

 

The hardware implementations of the block ciphers are 

discussed in the forthcoming section. 

III. VLSI ARCHITECTURES AND IMPLEMENTATIONS 

Varieties of hardware architectures are possible for 

cryptographic algorithm and they fall under the category of 

serial and parallel structures. Serial architecture aims at 
reduced area occupancy with the penalty of increased delay. 

Power consumption will also be less in the case of the serial 

implementations since a single computation is carried out in a 

specified time. However the parallel architectures aim at 

simultaneous operations with better throughput and power 

consumption increases when number of operations are being 

carried out simultaneously. The types of hardware 

architectures employed in the block cipher implementation 

are round based single loop architecture, reduced data path 

serial architecture, partially unrolled loop architecture, fully 

unrolled architecture and parallel pipelined architectures, 
namely, partial outer round pipelined, full outer round 

pipelined, inner round pipelined, partial inner and outer 

round pipelined and full inner-outer round pipelined 

structures [17]. An outline of each of the architectures with 

their block diagrams is shown below. This gives a good 

picture of the possible choices of hardware implementation 

of a symmetric block cipher. Dimensions of estimation of a 

hardware implementation are area and throughput. Direction 

aiming on the area should compromise speed and that which 

focuses on speed should trade-off area [18] – [28]. The  

 

possible hardware implementation choices for a symmetric 

block cipher are explained below. 

A. Round based architecture 

The round based architecture aims at compact and 

minimum area occupancy. The round architecture comprises 

of a single round structure of the cipher. These single loop 

structural definitions have significant area saving. In this 

architecture speed is traded off with the area. Single loop 

structure will be executed the total number of round times as 

in the algorithm specification. Basic single round architecture 

is shown in Fig. 2. 

B. Loop unrolled architecture 

In this k rounds of the cipher are unrolled resulting in 

better throughput than the single round architecture with 

slightly more area utilization. In the fully unrolled 

architecture the cipher is fully unrolled. Partially unrolled and 

fully unrolled cipher structure is shown in Fig. 3 and 4. 

C. Parallel pipelined architecture 

The pipelined architectures improve the speed, 

performance and are applicable to the non-feedback modes of 

the cipher. The mechanism incorporated to improve the speed 

is the pipelining.  
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Pipelining registers can be placed in between the operations 

of a round and is referred to as the inner round pipelining. The 

pipelining registers placed after every round of the cipher are 

termed as the outer round pipelining. Cipher structures can be 

both inner and outer pipelined with partial or full unrolling. 

The block diagrams of the different pipelining schemes in the 
block cipher structures are shown in Fig. 5 - 9. 

D. Serial architecture 

The serial architecture is reduced data path architecture 

and is shown in Fig. 10. The reduced data path structure 

results in area reduction and increased delay and latency. 

This structure also has single loop structure as that of the 
round based architecture, but operates on reducing data 

width, namely 4, 8, 16 and 32 and so on. This structure has 

increased complexity in the control unit. Throughput of  

block encryption/decryption is less in this type of 

architecture, since it has a reduced data path. Hardware 

implementations of the cryptographic implementations are 

estimated by the following performance parameters, namely, 

the throughput and latency, area and cost. 

 Throughput is defined as the number of blocks processed 

simultaneously with respect to latency for a chosen block 

size.  

 Area utilized for a typical ASIC implementation is given 

in terms of number of Gate Equivalents (GEs) incurred 

for the typical implementation.  

As concerned with area occupancy there is a limit on the 

maximum area occupied by an implementation. Fig. 11 and 

12  depicts the hardware implementation details of the 

lightweight SPN type of block ciphers. The next sections 

focus on the security properties, security analysis bounds of 

the cryptanalytic attacks on these ciphers.  

IV. SECURITY CHARACTERISTICS OF NON-LINEAR S-BOX 

OPERATION INVOLVED IN THE BLOCK CIPHERS 

The typical nonlinear operation used in the block ciphers is 
S-box and it greatly impacts  security. The number of high 

probability difference pairs in the S-boxes should be limited. 

Less number of active S-boxes with high probability 

difference propagation over a specified number of rounds are 

preferred. This results in rapid diffusion and the formation of 

high probable differential characteristics/linear 

approximation characteristics over the rounds will be 

eliminated. The maximal differential characteristics and the 

linear approximation probability for  S-box are the 

parameters which reflect security properties.  Fig. 13 and 14 

shows the differential and linear approximation probability 
values of  S-boxes for the SPN ciphers.  

V.   OVERVIEW OF SECURITY ATTACKS 

Another significant design principle of the block ciphers is 

to make the cipher resistant to all attacks. The brief details of 

the types of attacks in block ciphers are given below [29] 

–[33]. This review focus on the generic  algorithmic attacks 

and not on the implementation attacks such as the side 

channel attacks. Table 10 summarize the attack bounds for 

the chosen ciphers. Fig. 15 and 16 compares the linear bias 

approximation and the number of active S-boxes for the SPN 

ciphers. 

A. Differential cryptanalysis 

Differential cryptanalysis is a chosen plaintext attack 

which analyses on specific input differences leading to 

specific output differences. The differential behavior 

distinguishes the cipher characteristics. Differential 

probability characteristics and number of active rounds 

estimate differential characteristics. Differential 

characteristic of cipher with one active S-box per round with 

‘r’ rounds is given by |2-2|r-1. 

B. Linear cryptanalysis 

Linear cryptanalysis a known plain text attack in which the 

cipher is linearly approximated and by determining  high 

probability linear characteristics key can be exploited. 

Number of active S-boxes per round and their probability 

characteristics determines the complexity of linear 
cryptanalysis. The characteristics over a number of rounds 

give the bounds for linear characteristics. Number of active 

S-boxes over the rounds and the differential/linear 

approximation probability of the S-box define the bounds for 

the differential/linear cryptanalysis.  

C. Key Schedule attacks 

Related key attacks and slide attacks identify the relations 

between cipher texts encrypted using related keys. The 

knowledge of the key is not needed, but the relationship 

between the keys will reveal the secret information. 

Weakness in the key schedule will be exploited by the related 

key attacks. Round constants of the key schedule algorithm 

will prevent related key attacks.  The linear key schedule 

algorithm will have less resistance to related key attacks. 

Slide attack exploits the self-similarity of iterative ciphers. 

Identical round keys with repetitiveness will lead to better 

attacks. These attacks are applicable to iterative ciphers. 

D. Integral cryptanalysis 

The integral attacks concentrate on the byte-oriented 

ciphers with the focus on the sum value propagation of 

values. The cipher will be treated as a system of propagation 

of certain characteristics.  

E. Statistical saturation attacks  

The statistical saturation attack exploits weakness of 

diffusion involved in the cipher. For the block ciphers, the 

permutation operation involved reflects the strength of the 

diffusion. Better the diffusion offered by the permutation 

operation the better is the resistance of the cipher to the 
statistical attacks. 

F. Algebraic attacks 

The algebraic types of attacks recovers secret key by 

considering the system as a set of polynomial equations. 

Some plain text cipher text pairs solve the system of 

equations efficiently to reveal the secret key.            
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Fig.  15 Comparison of linear bias approximation of block ciphers for chosen rounds 

 

 
Fig. 16 Comparison of number of active S-boxes of block ciphers for chosen rounds 

 

VI. FINDINGS AND DISCUSSION 

The block ciphers operate on a block of data as a whole. 

The issues that trade off the block cipher design are  security 

and performance. Summary on design, security and 
implementation  of SPN type of lightweight block ciphers are 

highlighted below. 

Design aspects: 

• There should at least one linear and non-linear operation 

in the algorithm. 

 

 

 

• The linear component employed predominantly in the 

SPN ciphers is the permutation operation. 

• The nonlinear operation is the substitution operation 
which has a dominant role in deciding both the security 

characteristics and the performance. 

Security aspects: 

• Maximal differential probability and the maximal linear 

bias as determined by Differential Distribution Table (DDT) 

and Linear Approximation Table (LAT) of the S-box plays a 

key role in algorithm’s security property. 

• S-boxes employed in the SPN ciphers should possess 

higher differential probability and higher linear bias relative. 
• Further, chain of differential propagation and the linear 

approximation characteristics over the round should have 

lesser values to be less vulnerable to cryptanalytic attacks.  

• It is the nonlinear substitution box and the linear 

permutation that decides the differential and linear 

characteristics of ciphers. 

• Lesser the number of active S-boxes over the number of 

rounds, better is the resistance to linear and differential 

cryptanalysis. 

• Larger number of rounds in the cipher algorithm better 

is the security. 

Implementation Aspects: 

• Hardware implementation of substitution box is either 

look up table based or non-look up table based. 

• Non-look up table based S-box structure paves way to 

hardware optimization mechanisms through sub pipelining. 

• Architecture can be serial or parallel.  

 

Table 10 Security related algorithm characteristics and security bound comparison 
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Cipher 
Parameter m 

CRYPTON 
EPCBC KLEIN LED NOEKEON PRESENT PRINCE PRINT 

Linear 

Cryptanalysis 
bound 

for r rounds 
‘ r’ 

linear bias 

approximat
-ion  8 = 2-128  28 = 2-43  12 = 2-90  4 = 2-32  4 < 2-24  28 = 2-43  12 = 2-49  48 = 2-96 

Differential 

Cryptanalysis 
bound 

Active 
S-boxes/ 
rounds (r) 

32/8 6/4 15/4 (r/8). 25 - 10/5 16/4 1/1 

Maximum 
Differentia

l 

Probability 

2-2 2-2 2-2 2-2 - 2-2 2-2 2-2 

Round 
probability 

 8=2
-8  28=2

-84  12=2
-90  4=2

-25  4 < 2
-48  25=2

-100  12=2
-96  12=2

-24 

Key Schedule 
Attacks 

 round 
based 

counter, 
nibble 

substitution
, nonlinear 

key 
generation 
and linear 

key 

updation 
variables 

round based 
counter, 
unlikely  

periodicity 
in key 

schedule 
resists this 

attack 

 

round 
dependent 
constants 

resists 
 this  

attack  

 

round based 
counter, 
unlikely  

periodicity 
in key 

schedule 
resists this 

attack 

 

keys are 
uniformly 
random 

(unrealistic 
attack) 

Integral 
attacks 

 

 

bit based 
permutation 
resists this 

attack 

Possible 
till seven 
rounds 

seven 
round 

complexity 
of the 
attack 

228 

 

bit based 
permutation 
resists this 

attack 

 - 

Statistical 

saturation 
attacks 

 

 

permutation 
layer 

resists this 
attack 

 

-  

permutation 
layer 

resists this 
attack 

 

permutation 
layer 

resists this 
attack 

Algebraic 
attack 

 

 

EPCBC-48 
780 

S-boxes, 
6240 

variables, 
16380  

equations 

EPCBC-96 
1560 

S-boxes, 
12480 

variables, 
32760 

equations 
 

1920 
variables, 

5040 
equations 

4096  
variables, 

10752 
equations 

 

527 
S-boxes, 

4216 
variables, 

11067 
equations 

 
resists this 

attack 

 
The review concludes the necessity of a linear and the 

nonlinear operation in a block cipher to provide diffusion and 

confusion. The predominantly employed operation for 

establishing them is through permutation and substitution, 

respectively. The linear permutation decides the vulnerability 

of the algorithmic attacks, namely, the integral attacks, the 

algebraic attacks and the statistical saturation attacks. The 

nonlinear operation in the cipher gives the strength against 

linear and differential cryptanalysis. Slide attacks and related 

key attacks exploit key schedule involved in the algorithm.  

The selection of S-box highly influences the security of the  

algorithm and its selection must be optimal. Maximal 
differential probability, maximal linear approximation 

probability, the cardinality of the single bit output difference 

for any single bit input difference, cardinality of any output 

selection pattern for any input selection pattern are the 

parameters of interest in the S-box with respect to linear and 

differential characteristics. 

Further, the nonlinear S-box is the only possible design 

component for the incorporation of the implementation, 

optimization mechanism, since permutation in hardware has 

been just a rewiring. Based on the area-throughput  

requirements the implementation architecture of the block 

cipher can be serial, loop, unrolled and/or parallel. The 

comparison bounds on of the algorithmic attacks provide an 

overall idea on the margin of each of the attacks with respect 

to their design parameters.  
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The hardware design and the choice of the architectural 

implementation for the novel block ciphers should aim at the 

uniform structure architecture to avoid dynamic hazards.  

The dynamic hazards will result in variable signal 

transition delays and hence the variable path delays. This will 

increase the power dissipation due to the unwanted signal 
transitions and also increase in the critical path delay. 

VII.  CONCLUSION 

In this paper Substitution Permutation Network (SPN) type 

of block ciphers in regards to design, security and 

performance are comprehensively reviewed. Among the 

existing lightweight ciphers, the SPN type of block ciphers is 

identified for the study. Composition of the cipher and its 

structural definition determines selection of ciphers. 

Encryption schedule type, key schedule type, specifications, 

structural similarities, hardware implementations and 

security bounds on different types of attacks have been 

compared. Various types of architecture, block diagram and 
its implementation mechanisms are also elaborated.  

Literature summary of design choices, security properties and 

hardware implementation are presented. SPN ciphers are of 

type iterative ciphers and from the study it can be concluded 

that 

• Substitution box involved in the cipher should have less 

differential uniformity and less linear imbalance to have 

better robustness against differential and linear cryptanalysis. 

• Structural definition of S-box should be non-lookup 

table based to incorporate hardware optimization 

mechanisms. 
• Lightweight ciphers  have 4 × 4 S-box definitions to 

have less area resource utilization. 

• Bit based permutation will be less vulnerable to integral 

and statistical saturation attacks against the byte based 

substitution. Also, the bit based permutation in hardware is a 

simple re-wiring without incurring any gates. 

• Key schedule should have round based counters to avoid 

unlikely periodicity in the operations which will result in the 

key schedule attacks. 

This paper also dealt with the diverse study of the variety 

of hardware architectures possible for the SPN block ciphers 

and their possible implementations. From the hardware 
implementation aspect of the ciphers it is concluded that  

• Serial architecture, the reduced data path architecture is 

the better choice for the area constrained applications and 

will have less power consumption at the cost of reduced 

throughput. 

• Parallel architectures with/ without pipelining will have 

a better speed performance with increased area utilization and 

increased power consumption. 

The three corners of this study, namely the design, 

composition, the security and the performance of the SPN 

type of lightweight block ciphers serves as a reference for all 
the researchers interested in the novel algorithm design.  
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