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Abstract: Authentication is the process of verifying somebody 

or something about who he claim he is. The current methods 

have some drawbacks, which is high cost for special tools, high 

maintenances, low reliability, lost or broken by user’s poor 

handling and needs for special expertise in operating the system. 

In addition, brute force attack has been used against the 

authentication system by using special software readily available. 

To address this issue, we proposed an experience-based 

authentication system, which makes use of user experience as a 

password during the verification process. In this study, we choose 

a list of mountains climbed by a user in combination with the 

year of visit as a password. The system consists of two parts, sign 

up and sign in. User registration is done during the sign up, 

whereas user authentication is carried out during the sign in 

process. Given the number of mountains around the world that is 

nearly a million in total, and by allowing user to have any 

combination of mountain, the risk of brute force attack can be 

minimize significantly. The ability of this system that can 

withstand such an attack from the outside could increase the 

current standard security level. 

Index Terms: user authentication, experience based, 

knowledge based, brute-force attack. 

I. INTRODUCTION 

Nowadays the society is highly depending on the internet 

for their everyday task. This is done by sharing their 

information with each other via the internet [1]. The 

information can be categorized into two namely the non-

personal information and personal information. Some 

examples of non-personal information such as the weather 

forecast, news and those that are not related to specific 

person. The personal information is the information that can 

directly be related to the specific person [2], such as the 

identification number, address, phone number, username, 

and password. Without proper protection the data can be 

manipulated and thus put the owner in huge disadvantage. If 

the data is illegally owned by irresponsible person, it can be 

used to commit other criminal activities [3]. The activity of 

stealing data is normally done by black hat hacker. 
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Authentication has been the key to secure access to 

network. With the mushroom-like growth of different types 

of communication networks with different characteristics 

and requirements such as the satellite network [4], mobile 

network [5] and sensor network [6], authentication has 

becoming a much challenging area of research. By 

manipulating the vulnerability in the authentication system 

design, the attacker can manipulate and causing implicit 

damage to the compromise system. As a consequence, 

various types of user authentications [7] were used to 

authenticate the original user from an unauthentic one. In 

general, authentication can be categorized into two namely 

message authentication which normally get solved by using 

cryptography [8]-[10] and the other entity or user 

authentication, which is the interest of this study and also 

referred to henceforth. 

The authentication prevents the attacker from easily 

accessing the user data. The authentication is making the 

attacker progress turn to time and resource consuming. It 

sometimes demotivates the attacker to continue the attack. 

Brute force is a type of attack that is used by the attacker to 

gain access to the targeted system by continuously trying the 

password combination until the correct password is 

obtained. Although it is seen as the weakest one, it is also 

the simplest one to execute against any authentications 

system. 

In this paper, we propose a new breed of authentication 

method namely an experience-based authentication method 

to be used as a tool to safeguarding the sensitive data. One’s 

experience can be very unique to an individual and therefore 

a suitable candidate for this task. As a proof of concept, we 

use data from user’s experience as a password. 

Nevertheless, any type of other experience data can be used 

as a replacement. 

This article is organized as the followed. Section 2 

discusses the related works that has been done before in the 

domain of user authentication. Section 3 shows the proposed 

method that this paper highlighted and chapter 4 the 

conclusion of this paper.  
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II. RELATED WORKS 

In the world where digital information is very valuable, 

the criminality trend has been shifted from physical attack to 

logical attacks. Logical attack can be very fruitful and much 

safer in that attacker does not require to physically being at 

the crime scene, in fact it can be mounted from anywhere in 

the world. This type of attackers is normally known as 

hackers and there are white hat hacker and black hat hacker. 

White hat hacker is a person or group of people that will 

search for weakness in system to improve the security of 

that system. On the other hand, black hat hacker is a person 

or group of people that misuse their expertise in hacking to 

find and manipulate the system weakness to proceed with 

unethical practice such as information steeling, information 

forging fraud and many more [3]. 

 

 
Fig. 1: Taxonomy of user authentication 

 

Most of the user authentication process is highly 

depended upon the few commonly known approaches such 

that of physical based, behavioral based, and knowledge 

based as shown in Fig. 1. The physical based can be sub-

categorized into that of humanoid and technological. The 

human physical considers all parts on the human body that 

can serve the authentication purposes, some examples are 

the fingerprint, voice tone, facial structure, human iris and 

retina. Whereas, the technological considers simple 

elements such as the smart cards and tokens which are 

simple and mobile enough to carry around unique 

information on particular entity or individual.  

Fingerprint authentication is the process to differentiate 

someone identity based on the structure of one’s fingerprint.  

The fingerprint can be interpreted as the pattern on the skin 

at the person fingertip. It is made of ridge pattern on the pad 

of finger. The clean and flat surface such as found on the 

glass is the easiest place to get the fingerprint pattern left 

behind. This happened because of the oily substance that is 

produced by human skin will cover every part of the surface 

simply [11], [12].  

Human voice has served as a tool for short distance 

human communication between each other. It moves in the 

air in a form of frequencies. The ear converts these 

frequencies into the electrical impulses and then which later 

be translated by the brain. The brain is responsible to 

uniquely differentiate and recognize the speaker based on 

their voices. The same principle is used in the voice 

authentication method where the spectrogram is used to 

store the voice samples during the registration process. The 

verification process is quiet simple, the input received via 

the input device is recorded into the spectrogram. Then the 

comparison between the new voice data and the stored voice 

data is made. The result of the comparison will determine 

the validity of user identity.  

Human can recognize somebody by looking at his or her 

face. It is because the face contains unique characteristics 

that make the identification is possible. These characteristics 

can be used in the face recognition technology that 

replicates the process of human recognizing somebody. The 

camera is use to record the face and the identification can 

start by calculating the distance ratio between the eyes, ratio 

eyes and mouth, forehead wideness and many more features 

that can be used as for identification [13].  

The color ring around the eye pupil is called an iris. Its 

main function is to regulate the light quantity that enters the 

eye by expanding during the bright condition and retreat when 

in dark condition. The most importance feature of iris for use 

in the authentication method is the uniqueness of its color 

pattern and remains unchanged throughout a human life. The 

authentication method normally starts with the user 

registering the iris by recording it using a camera and then the 

distinct features are extracted and stored into a database. The 

authentication process starts with a user scanning the iris 

using the scanner and then searching for distinct features in 

the image. The comparison between the new and original data 

is done to determine the validity of user identity [14], [15].  

The network of blood vessel in the eye is known as retina. 

It has a very unique pattern that will not be the same even 

for an identical twin. This trait makes it possible to be used 

for an authentication method. The authentication methods 

normally start with the user registering the retina by 

recording it using the camera and then the distinct feature is 

identified and stored into the database.  The authentication 

process starts with user scanning the retina using the scanner  
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and then extracting for distinct features in the image. The 

comparison between the new and the original data is done to 

determine the validity of user identity [16]-[18]. 

The cards that contain chip or microprocessor are call 

smartcard.  The information about user and card itself is 

stored inside the chip or microprocessor. The plastic is the 

main material normally use to make the card while the chip 

will sit under the gold plated rectangle contact on the card. 

To read the data from this card a special smartcard reader is 

needed. The smartcard is continuously improved to facilitate 

the increasing information of user [19].  

The token is the small hardware which containing the 

information about a user. This device usually constructed 

using plastic. The information transfer is by using RFID 

(radio frequency identification). This device is embedded 

into an object that is used every day such as card, bracelet 

key mob and many more. The token is usually used as the 

additional factor for the two-factor authentication. In the 

two-factor authentication, the user will scan the token with 

the reader. The reader will communicate with the token and 

pulls the information needed from the token. Then, the 

system will ask the user to input the password or fingerprint 

corresponding to the information from the token [20], [21].  

Meanwhile, the behavioral based authentication utilizes 

the unconscious human habits such as gaits, voice tone and 

signature. Gait is defined as the way of human walk. It is a 

part of the human behavioral. Every person has a unique 

way of walking making it is possible to exploit this 

behavioral to be a part of an identification process. To 

utilize this method, a user needs to have a device called 

accelerometer on the body to record the movement. Only 

recently, the motion detection camera has been introduced to 

the market and it can be used to replace the accelerometer 

for much better handling [22]-[24].  

Voice tone can be defined as the way of someone saying 

something. The expression and emotion in saying the word 

in their native tongue will influence the word’s sound. 

Normally, foreigner’s pronunciation will not produce the 

same sound as that of the native speaker and therefore a 

good candidate for the use of authentication [25].  

The product of streak on a surface is call a signature and 

it is a type of handwriting. It exists in different forms such 

as person’s name, symbol or a picture. Digital signature is 

no different to physical signature because of uniqueness it 

possessed thus be used for user authentication [26]-[28].  

The knowledge based makes use of the information that is 

known to user but kept as a secret and mostly it is static. It 

will not change forever. Knowledge is the information that 

user already know. It can range from the private information 

to the generally known information that can be used for the 

authentication purpose. A user provides the information to 

the system during the registration process. To authenticate 

the user, the information inputted must be identical to 

information stored inside the database. 

Challenge question method is a method that uses the 

question that has been register by a user into the system 

during the registration. To access the system the user need to 

answer the question that has been stored in the system. The 

answer must be the same with the system answer for system 

to grant access to the services [29], [30].  

Cryptographic technique that allows the user to verify 

their identity is called Zero-knowledge proofs. It is made of 

the truth statements, and if the information is true, no related 

information is revealed. The interaction between two parties 

will have no new information. In general, this technique 

contains three properties. First, it should be soundness, 

meaning that is hard to fake the truth statements. Second, 

completeness, the user should provide the true statements 

every time and third is zero knowledge, no information is 

revealed to both parties if the statements is true [31]. 

Experience based is a new sub section from the taxonomy 

of user authentication. The experience is can be defined as 

an event that has been through personally by the user. The 

experience is used in many type of decision-making. The 

decision can be archived with or without the intervention 

from the third entity. In this study, a user is allowed to select 

8 different mountains he used to climb together with the 

year of visit as a password. There exists more than a million 

of mountains worldwide, however for simplicity we take a 

subset of 1000 most famous mountains. In the next section 

we analyze how this number could affect the success of 

brute-force attacks. 

III. PROPOSED FRAMEWORK 

The proposed technique consists of two parts. They are 

registration and authentication. The registration part is to 

register the new user and the authentication part is to 

authenticate the registered user. The detail can be described 

following to Fig. 2.  

 

 

Fig. 2: Registration phase 
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In the registration phase, the user registers himself to the 

system’s database. The registration process starts by asking 

user to input his personal information and the username that 

he wants to be recognized as by the system. The information 

will be saved into database. The user needs to select eight 

different mountains he has ever climbed together with the 

visit’s year from the globe presented. The mountains’ name 

will be stored inside the database together with the 

respective years. 

 

 

Fig. 3: Login procedure 

In the login phase shown in Fig. 3, the process starts with 

the user will inputted the username and then clicked the next 

button. The username will be compared from database if the 

username exist user will redirect to the password imputed 

page. If there is no match, user will redirect to the 

registration page. Password input page will receive the 

password inputted by user and save temporarily inside the 

database. User need to select eight countries in ascending 

order by year identical when registration process. After the 

all inputted password is received .it will be compare with 

password that already stored inside database. 

IV. RESULTS AND DISCUSSION 

In this section, we use mathematical analysis to evaluate 

the strength of our technique to withstand brute-force attack. 

We are indebted to the principle of counting in the course of 

this analysis. 

We claimed earlier that this system is designed to 

wisthand the brute force attack in that an attacker needs to 

allocate more time and energy into cracking the password. 

The permutation form       where P = possible choices, 

n = total number of mountains, and r= number of mountains 

in password (should be at least 8), is used to evaluate this. 

This formula is used when there are repetitions allowed, 

in other words user can choose the same mountain but 

different years. The number of trials needed to brute force 

this system can be calculated as follows. 

Given the number of mountain that exist in the world is 

around 1 million, but in this paper we only consider a subset 

of 1000 mountains for simplicity. We limit the design to 

allow user to fixed number of input 8 mountains of his 

choice. From this figure, the number of probability for an 

attacker to try is                 Percentage of 

success can be calculated as (
 

    
)               Using 

Intel Processor Core i5-6600K with the assumption of 

11344618.21 computation per second, to brute force this 

system the average time taken can be calculated as 
        

           
           years. This number is sufficiently 

large to prevent the brute-force attack. 

V. CONCLUSION 

This paper proposed the authentication technique based 

on user experience that was shown to be able to prevent 

multiple brute-force attack from the unauthorized user. 

According to the mathematical analysis calculation, the time 

taken is more than a quarter billion years to success. This 

technique could be an alternative to current user 

authentication for future implementation.  
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