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Abstract--- A social networking service serves as a platform to 

build social networks or social relations among people who, 

share interests, activities, backgrounds, or real life connections. 

A social network service is generally offered to participants who 

registers to this site with their unique representation (often a 

profile) and one’s social links. Most social network services are 

web-based and provide means for users to interact over the 

Internet. Nevertheless these sites are also constantly preyed by 

hackers raising various problems related to threats and attacks 

such as disclosure of information, identity thefts etc. One of the 

most common ways of performing a large-scale data harvesting 

attack is the use of fake profiles, where malicious users present 

themselves in profiles impersonating fictitious or real persons.  

An attempt has been made in this work to use a hybrid model 

based on machine learning and skin detection algorithms to 

detect the existence of fake accounts. The experimentation 

process clearly brought out the strength of the proposed scheme 

in terms of detecting fake accounts with high accuracy.  

Keywords--- Social Media, Facebook, Privacy, Social Network 

Analysis, Fake Profiles, Machine Learning, Skin Detection. 

I. INTRODUCTION 

Online social media are today a standout amongst the 

well-known Media for conveying, sharing human life and 

data. It holds network for business, pleasure and for other 

points in between. Informally speaking, online Social media 

are one of the most disruptive communication platforms 

with high socio-economic value. The media is regularly 

used by billions of users to interact, and they are key 

platforms for (among others) content and opinion 

dissemination, social and professional networking, product 

recommendations, scouting, alerting, and conducting 

political campaigns. Online Social networks give people a 

platform to communicate, share their ideas, to showcase 

their creative works, to prove their talent and to find new 

people of same interest. Popular online social Medias 

include Facebook, Twitter, LinkedIn, etc. Statistical reports 

reveal that social media have become a daily necessity for 

most of the human beings particularly for the teenagers.  

Along with many advantages, online social media has got 

many disadvantages too. Some of the major issues with the 

online social media include privacy breach attacks, viral 

marketing, and malware attacks. Privacy breach attack is 

caused when users of online social media exposes their 

personal information in the online social platforms and then 

the compromising of these platforms helps attackers to get 

their private data and can be misused.  Online Social Media 

is used as a platform to spread malicious software. Common 

ways to spread malware through online social media include 
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indulgence with third parties, interaction among profiles, 

etc.  

Another major issue with the online social media is the 

existence of fake accounts. A fake account represents the 

profile of people who guarantees to be somebody else. With 

1.44 billion monthly active users and a potentially rich 

source of information, Facebook is one of the largest online 

social network in the world. Fake accounts are of two types 

(i) False accounts and (ii) Duplicate accounts. Duplicate 

account means that the user creates an extra account while 

having his own principal account. False accounts are also of 

two type’s (i) Undesirable accounts and (ii) Misclassified 

accounts. User-misclassified accounts represent the personal 

profiles created by users for a business, organization, or 

nonhuman entity such as a pet (Facebooks terms of service 

permits such entities as a Page rather than a personal 

profile). On the other hand, undesirable accounts are the user 

profiles that are intended to be used for purposes that violate 

Facebooks terms of service, such as spamming.  

The rest of the paper is organized as follows: Section 2 

includes findings from the literature review done. Section 3 

discusses the proposed architecture which gives the detailed 

explanation of the architecture, Section 4 presents the results 

obtained in the experimentation process using the proposed 

model to identify and remove fake accounts and finally 

section 5 provides an insight on the conclusions and the 

future scope. 

II. LITERATURE REVIEW 

Popularity of Online Social Media 

Online Social media has met with enormous energy with 

the new generation first, now the social culture has become 

part of all the age groups. Initially the utilization of online 

social networks were limited to corporates and businesses 

for associating with clients, peers, customers, etc. [3]. 

Online Social Media offers open door to access information, 

recordings, augmentation of social gatherings, opportunities 

for learning, searching and maintaining companions and 

relatives. Online Social Media is a good method for 

connecting individuals with common interests [2]. The 

regular expansion of online social media clients has also 

resulted in the growth of information available in online 

social media.  

Security Risks in Online Social Media 

Online Social network has become a part of society’s 

daily life. The increasing demand of the online social media 

has also lead to increasing black marks in online social 
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media in the form of presence of fake accounts, viral 

marketing, privacy breach attack, etc. Privacy breach is 

caused when the user provide unlimited amount of their 

personal information in online social media which helps 

attackers to get the information easily from the online social 

network and misuse it [4]. Fake account means that 

somebody is using some identity which doesn’t have any 

relation with any real person [5]. The fake accounts create 

many problems like bullying other persons, unwantedly 

trolling, using abusive words, using vulgar images for many 

illegal activities targeting youth, etc. People make fake 

profiles also for criticizing a targeted person, spreading 

wrong information, giving wrong reviews either good or bad 

for a public figure or a particular brand. After a long period 

of observance it was noted that teenage group of human 

beings are badly influenced by the online social networks 

[2]. They find it really hard for separating bad or good. So 

for a better result we tried out two approaches namely 

classifying fake accounts from the real user accounts with 

the user information data and detecting vulgar images from 

the user accounts as most of the vulgar images came from 

the fake accounts.  

Machine Learning 

According to the Literature many work use supervised 

machine learning algorithms to detect the fake accounts [5]. 

Numerous works are present in detecting fake accounts of 

Twitter, since it is very easy to get the datasets from Twitter. 

Supervised learning algorithms take dataset as input and 

with taking one value from the dataset predicts the other 

dataset values. The dataset used generally are collected after 

a long period of observance.  A total of five machine 

learning algorithms namely K-nearest Neighbor, Support 

Vector Machine, Naïve Bayes’, Decision Tree and Random 

Forest algorithms.  

Image Processing 

Skin detection is the process of finding skin-colored 

pixels and regions in an image or a video. This procedure is 

commonly used as a preprocessing step to find regions that 

potentially have human faces and limbs in images. Skin 

image recognition is used in a wide range of image 

processing applications like face recognition, skin disease 

detection, gesture tracking and human-computer interaction 

[10]. A skin detection algorithm has been used to detect the 

vulgar images from the user accounts [11]. A deep learning 

method has been implemented to detect the image whether it 

contains human beings [13]. The image that contains human 

beings are undergone a skin detection where the percentage 

of skin present in the image will be calculated.  

III. PROPOSED SCHEME 

Many social networking platforms are available for use 

although the basic functionality of all the online social 

media are same. There are many existing solutions for the 

fake account detection in Twitter. Since the dataset 

collection is a tedious task in Facebook very less work has 

been done to detect the fake accounts in it. So the work 

proposed in this paper discusses results obtained by using 

Facebook features to detect the fake accounts. 

In order to identify an account as real or fake one requires 

some real life datasets. The experimentation process used 

dataset collected using the Facebook API graph and also 

other fields which were collected from our own 

neighborhood because of strict privacy concerns. After a 

long period of observance and interaction with various 

account holders in Facebook, the accounts were identified as 

fake or legitimate manually. 

The identified profiles were went through in detail to 

understand the features that classified the account as fake or 

legitimate. For the first part of the proposed work (LHS of 

the diagram in Figure 1) requires some features of the user 

profiles to analyze it as a real user account or fake user 

account. The features that were selected for detection of an 

account as fake or real were fed to supervised machine 

learning algorithms namely KNN algorithm, Support Vector 

Machine, Naïve Bayes’ Algorithm, Decision tree and 

Random Forest and the accuracy were calculated from all 

these algorithms.  

The images collected from the manually identified fake 

accounts were fed into the skin detection algorithm and the 

percentage of skin present in each image was calculated and 

it was seen that the percentage of skin exposed in images 

collected from fake accounts were higher than that of the 

real accounts. With the combined approach of the skin 

detection  

 

 Fig. 1: Architecture of Proposed System 

IV. RESULTS AND DISCUSSIONS 

This section describes of how the evaluation was done to 

detect an account as real or fake. All the five supervised 

machine learning algorithms were applied to the mixed 

datasets of fake accounts and real accounts. A total of 400 

datasets were used which comprises of 200 manually 

identified fake accounts and 200 real accounts which is from 

our own social neighborhood.  The accuracy of different 

supervised machine learning algorithms were calculated.  
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Along with this a skin detection algorithm was used and 

the percentage of skin exposed in each image collected from 

the fake accounts and real accounts were calculated. In 

supervised machine learning algorithms a 10 fold cross 

validation were applied. The dataset contained manually 

identified 13 features of user accounts which included:  

Table 1: Features extracted for Experimentation  
Name Description Explanation Measured way 

Post Count Average 

number of 

posts created 

by the user in 

his own 

timeline 

Fake accounts are 

expected to have 

low count of posts 

in their accounts 

Number of post 

can be calculated 

from their 

timeline 

Comment 

Count 

Average 

number of 

comments 

received for 

all the posts. 

Fake accounts are 

expected to share 

and post unwanted 

materials which 

results in lower 

comments. 

Comment count 

is collected from 

the user’s 

timeline. 

Google image 

match 

The display 

pictures 

matching 

with the 

google 

images 

count.  

Fake accounts 

usually use the 

images 

downloaded from 

the google 

The profile 

picture and the 

google image 

match was done. 

Presence in 

other social 

media  

Presence of 

user in other 

social medias 

were checked 

Fake accounts are 

created by fake 

identities, so it is 

expected no 

presence of fake 

accounts in same 

name in other 

social media. 

The user profile 

names were 

checked in other 

social media 

namely 

Instagram, 

Linked-in, 

Twitter, etc. 

Memory Count Average 

number of 

the memories 

posted or 

tagged in 

posts. 

Fake accounts are 

expected to have 

low or no memory 

posts shared by 

them or tagged. 

The number of 

memory posts 

were counter 

from user 

timeline. 

Usage of 

Safeguard 

The privacy 

settings for 

the images 

were noted. 

Fake accounts 

don’t use their 

identity and are 

expected not to 

use their own 

images, so 

relatively the 

protection usage 

by fake accounts 

were low 

The privacy 

settings were 

checked for the 

images from the 

user timeline. 

Check-in’s The places 

visited by the 

users were 

marked as 

checked-in 

Fake users use 

fake identities and 

doesn’t want to 

relieve their 

current location 

The number of 

check-in were 

collected from 

the user profile. 

Tagged-Post The average 

number of 

posts that 

tagged them 

by other 

users 

The number of 

tagged posts were 

comparatively less 

for a fake user 

The average 

number of 

tagged posts 

were taken from 

user timeline. 

 

Reviews 

 

The average 

number of 

reviews 

given by a 

user  

 

The fake users are 

expected to give 

very less reviews 

comparatively to 

real users 

 

The average 

number of 

reviews given 

were noted from 

user timeline 

Self-

Information 

The 

information 

about a 

particular 

user given by 

Fake profiles come 

with fake identities 

so the information 

provided them 

very less 

The self -

information 

provided by the 

user were noted 

down by 

themselves comparative to 

real accounts 

checking out the 

user accounts 

 

Friendsversary  

 

The post 

celebrating 

the 

anniversary 

of when they 

became 

friends  

 

Fake profiles 

doesn’t care about 

celebrating 

friendships. 

 

The number of 

friendsversary 

posts are taken 

out from users’ 

timeline. 

Followers The number 

of followers 

following a 

particular 

user 

The fake profiles 

will be having low 

followers count. 

The number of 

followers are 

taken from their 

timeline. 

Events The number 

of events that 

person has 

attended in 

his life 

The fake profiles 

are expected not 

add any events 

they attended. 

The number of 

events attended 

were collected 

from users’ 

timeline. 

When the five supervised machine learning algorithms 

were applied, an accuracy of almost 80% were obtained 

with decision tree classifier which is the highest among all 

the classifiers and the rest of the classifiers gave almost 60-

80% accuracy with an error rate of 20%. 

 
Fig. 2: Accuracy calculation of fake accounts using 

Random Forest Algorithm 

 
Fig. 3: Accuracy calculation of fake account detection 

using Naïve Bayes’ Algorithm 

 
Fig. 4: Accuracy calculation of detection of Fake 

accounts using Decision tree classifier 
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Fig. 5: Accuracy calculation of detection of Fake 

accounts using KNN algorithm 

 
Fig. 6: Accuracy Calculation of detection of fake account 

using SVM classifier. 

The above five figures give the accuracy of detecting fake 

accounts using the supervised machine learning algorithms. 

With the new features of Facebook added and used for the 

detection of fake accounts an increase in the accuracy of 

detection was noted. The accuracy has increased up to 80% 

which is shown in the figure 2, 3 and 4 when the three 

algorithms namely random forest algorithm, Naïve Bayes’ 

and decision tree classifier were applied. The accuracy has 

gone up to 80% with an error rate of 20%. With the support 

vector machine classifier and the KNN algorithm the 

accuracy has been observed is 60%. Even though the 

accuracy rate is low the false positive rate is also very low 

with 10%. This shows that the new features added in the 

Facebook when considered for the detection of fake 

accounts has given a higher result than before. 

For the skin detection algorithm, a deep learning 

algorithm was first implemented to identify the image 

contained human or not. When the image detects human 

being in it, then the skin detection algorithm is applied and it 

calculates the percentage of skin present in it. A skin color 

matching algorithm is applied to calculate the percentage of 

skin in the image.  Most of the images collected from the 

identified fake accounts were having a high percentage of 

skin in it greater than 13%. The images taken from the 

manually identified real accounts had less percentage of skin 

exposed in their images.  

The Fig (7) shows the skin percentage calculated for a 

naked hands. Since the pixels will be same for a naked hand 

and a full nude human picture, the result is shown using a 

naked hand picture where the skin percentage calculated is 

29%. The Fig (8) shows the skin percentage calculated for 

the image from a real account and the result acquired is 

13%. Thirteen percentage can be set as a threshold for the 

normal skin percentage exposed in an image. For all the 

images first the image was tested to identify whether it 

contain human beings or not, if and only if the image 

contained human being the algorithm will calculate the skin 

percentage exposed in the image. Figure nine is an example 

for the algorithm where the image contained image of a dog 

and the algorithm din calculate the skin percentage in it 

where as it calculated for the Fig (7) and Fig (8). 

               

Fig. 7: Skin percentage computed for nude hands 

 

 
Fig. 8: Skin percentage calculated for image from real 

account 
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 Fig. 9: Tried Calculating Skin percentage of a dog 

V. CONCLUSION AND FUTURE SCOPE 

Fake accounts are being continuously evolving in online 

social media. Therefore, it is very essential to invent new 

methods to detect Fake profiles in online social media. So 

the real time Facebook dataset were required to detect the 

fake accounts and vulgar images in Facebook. For the 

detection of Fake accounts the user timeline information 

namely post-count, comment-count, etc. were used and for 

the vulgar image detection the images from the user time 

line and the display picture of the users were taken out. The 

performance were evaluated using the supervised machine 

learning algorithms and the highest 80%accuracy were 

obtained and the maximum percentage of skin exposed were 

calculated from the images collected from the fake accounts. 

For the future scope, a more complex algorithm for the skin 

detection can be implemented. The natural language 

processing techniques can be implemented to detect fake 

accounts more accurately. The new features will be certainly 

introduced by the Facebook, and these features can also be 

included while analyzing the fake accounts. 
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