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Abstract--- The pervasive nature of computing makes classical 

solutions inapplicable for handling communication between 

peers in the IOT platform. With enormous number of users and 

devices becoming a part of this network, Authentication of com-

munication devices has become more challenging. The work 

presented in this paper discusses an authentication scheme with 

reduced overhead based on multi factors, barcodes and One Time 

Password. The outcome of the experimentation revealed the effi-

ciency of the scheme in terms of guaranteeing enhanced security 

without compromise in versatility. 

Keywords--- MQTT (Message Queuing Telemetry Protocol), 

IoT (Internet of Things), AES (Advanced Encryption Standard), 

sniffing, authentication, QR code (Quick Response Code). 

I. INTRODUCTION 

Computing has now become pervasive. The exis-

tence of many devices to sense, collect and process 

data from around the world has necessitated the need 

to look into how these devices could securely commu-

nicate with each other. A bar code is an optical exem-

plification of data in a machine-readable form gener-

ally representing data by varying the width and the 

space information between horizontal and vertical 

lines. A special type of bar code called Quick Re-

sponse Code facilitates 360 degree reading. This work 

examines the suitability of the QR code in terms of 

authenticating the peers connected in an IOT network 

using MQTT protocol. The results of experimentation 

clearly revealed the suitability of the bar codes in en-

hancing the security between communicating peers 

over other methods like notifying and receiving an 

SMS-OTP etc. The method also was found to be 

cheaper as it does not require GSM. To ensure uninter-

rupted and authorized services many password/smart 

cards based and/or hybrid schemes have been proposed 

in literature for multi-server architecture. Although 

these schemes work well, the overhead involved in the 

process is high. The paper has tried to integrate sym-

metric key encryption, hash functions and bar codes 
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with the objective of decreasing the overhead associ-

ated with the authentication. [6]-[7] 

II. LITERATURE REVIEW 

Rapid evolution in information communication 

technology force digital communication between peers 

in IOT. This device to device communication is gener-

ally based on either pushing or polling protocol. The 

light weightiness and high productivity factors make 

push protocols more suitable for IOT devices. Widely 

used push protocols include XMP, MQTT etc. [4] 

MQTT Protocol 

Amongst all the light weight messaging protocols MQTT 

(Message Queuing Telemetry Transport) protocol is 

known for its simple methodology. It is designed to 

ease the communication between network clients for 

distributing telemetry information. This machine-to-

machine (M2M) communication is achieved via a pub-

lisher/subscriber pattern. The resource constrained IOT 

devices send/publish information about any particular 

topic with the help of a ‘Broker'. The Broker in turn is 

responsible for sending the right information to the 

right subscriber that has subscribed that particular 

topic. MQTT protocol is a dependable choice for wire-

less networks that experience varying latency levels 

due to bandwidth changes and unreliable connections 

since the protocol doesn’t require additional routing or 

networking features. It also provides a light weight, 

open and simple data transportation service. A security 

analysis on the MQTT protocol revealed the fact that 

packet information is communicated in plain text. This 

would undoubtedly affect the security guarantees of the 

protocol.  As the published messages are in plaintext, 

attackers could interfere with the communications be-

tween subscriber and publisher devices and the also 

the Brokers. Another drawback with this protocol is its 

incapability to prioritize requests. [9]-[12] 

 MQTTLens 

MQTT Lens is a chrome extension available with 

the browser for the purpose of connecting to an MQTT 

Broker and test with publish/subscribe operations. This 

tool could be used as a client to communicate with the  
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broker. 

 Sniffing Tools 

A device used for monitoring the inbound and out-

bound packets in a network. This tool will help in re-

search and security by capturing and visualizing the 

packets in the network traffic. 

Wireshark 

A tool that analyses the packet for troubleshooting 

network related issues. The tool works on multiple 

platforms (UNIX, Solaris, Microsoft Windows, etc) 

and is generic. The tool uses ECAP to capture packet 

information and enables users to put their network in 

promiscuous mode to monitor the broadcast or multi-

cast traffic. The tool also has the capability of under-

standing the structure of different networking protocol. 

[14] 

Symmetric Key Cryptography 

The crypto systems are classified into Block Ciphers 

and Stream Ciphers in order to process the data in digi-

tal form, which are being represented as continuous 

strings of binary digits. Block ciphers unlike Stream 

ciphers have a fixed number of blocks that are used for 

processing the plain binary text; i.e. a set of operations 

specific to blocks, are performed on plain text blocks 

for generating a block of ciphertext bits. Symmetric 

key encryption which is also known as secret key en-

cryption, is the process where both encryption and de-

cryption process is done using one key. Reports state 

that Symmetric encryption techniques generally re-

quire less processing power for computation. Hence, 

they are faster than Asymmetric encryption (a method 

that uses two keys). Based on symmetric key cryptog-

raphy the best examples of Block Ciphers are Data 

Encryption Standard (DES) and Advanced Encryption 

Standard (AES).  

AES was initially recommended by NIST to replace 

DES as it was very low in terms of key size.[5],[10] 

Advanced Encryption Standard (AES) 

AES methodology is purely based on the 'Substitu-

tion-Permutation Network’. It implements all of its 

computational work in bytes.  

The 128 bit block of plaintext is considered as a 

group of 16 bytes.  

The bytes of data are further classified and ordered 

into rows and columns, four in number and represented 

as a matrix.  

This matrix is then processed using a series of op-

erations such as substitution, shifting, mixing etc, to 

produce the ciphertext.  

The decryption operations are a reversing of the en-

cryption process. The working of AES scheme is illus-

trated in the figure 1. [2] 

 
Fig 1: Architecture of Advanced Encryption Standard 

Hashing 

The term ‘Hash’ in the context of cryptography re-

fers to a function that produces a fixed length random 

string for any variable length input text. The function 

satisfies properties like one-wayness, weak collision 

resistance and strong collision resistance. Hash func-

tions find their applicability in digital signatures, digi-

tal time stamping, digital steganography, etc. Attack-

ing a hash functions generally means breaking one of 

these properties. A brute force attack works on all hash 

functions. The complexity in crypt analysis of hash 

functions is generally introduced by the structure of 

the hash function and/or on the algorithm of compres-

sion function. Family of hash functions are being used 

by real time applications for verifying data integrity. 

SHA 256 is considered to be one of the strongest hash 

functions available under SHA family [8] 

SHA 256 

Secure Hash Algorithm (SHA-256) is a keyless hash 

function with the digest length of 256 bits. It is an 

MDC (Manipulation Detection Code), that is, a keyless 

hash function [11]. The computation is depicted in 

Figure 2. 
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Fig 2: Architecture of Secure Hash Algorithm-256 

QR Code 

A QR code [Fig 3], which is also called as a Matrix 

code, is a machine-readable encoding of information 

where the data is said to be two-dimensional. It con-

sists of 360 degree readable black and white squares. 

The Quick Response Code can be stored in many 

forms such as contact information, photo and video 

links, plain text and many more. It is also known to be 

stored as a URL. The storage level of QR codes can 

range up to 7,089 characters of information, which is 

very large when it is put in comparison with 1-D bar-

code. The encodable character set of QR code com-

prises of Numbers (0-9), Alphabets (uppercase A-Z), 

Nine Special characters (% * + - / _ $) and Kanji char-

acters. [1] 

 
Fig 3: Quick Response Code 

Authentication 

Authentication is done in cryptography in order to 

verify the originator of the information. It is also an 

important aspect of gaining assurance with respect to 

parameters of data such as time and date. Authentica-

tion and Key agreement protocols are fundamental 

building blocks for securing communications over a 

network.  

Among the available authentication schemes Pass-

word based authentication schemes is particularly at-

tractive due to its unique features. To improve the se-

curity levels, variations like password chaining, one-

time passwords are used in real-time systems. With 

IOT becoming popular Bar Code based authentication 

is also gaining popularity. The fact that 3D bar codes 

are capable of storing huge volumes of data enables 

multiple factors could be combined and stored in bar 

codes to enhance security. [13] 

Summary of Findings 

Rapid development in information and network 

technologies has led to the emergence of new comput-

ing paradigms. With enormous number of devices be-

ing added to the network it is important for one to 

carry out a thorough security analysis. Although litera-

ture discusses many authentication schemes based on 

single as well as multiple factors, a thorough analysis 

revealed that the schemes involve high overhead in 

computations which make it less desirable for practical 

applications. This brings out a clear need for a new 

usable authentication scheme capable of minimizing 

the computational overhead. 

Problem Statement 

To enhance the security of peers in terms of mini-

mizing computational overhead for devices in IOT  

network communicating using MQTT protocol. 

III. PROPOSED SYSTEM 

The scheme works in three phases. 

1. Registration phase: 

Initially, the Clients in the network must register de-

tails regarding their IP Address, MAC Address in the 

Registration Centre [Fig 4.1]. The Registration Centre 

is the central authority for assigning symmetric keys 

for the publisher and subscriber to encrypt and decrypt 

the details respectively. The symmetric key is used by 

the sender to encrypt the data and by the receiver to 

decrypt it. It also assigns the Broker with a digital sig-

nature key in order to verify the originality of the pub-

lisher and subscriber. [3] 

 
Fig 4.1: Registration Phase 
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2. Login Phase: 

In the Login phase [Fig 4.2] the publisher encrypts 

the IP Address of both the subscriber and publisher, 

MAC Address of the same, Time Stamp and Random 

number using symmetric key algorithm. Time stamp 

represents the time at which the packet is being sent. A 

single random number is also generated for both the 

clients. These details are also hashed using a hash 

function. The encrypted information and the hashed 

information are concatenated and encoded in a QR 

Code. QR Code is communicated to the subscriber as 

an OTP message. Meanwhile, the Broker verifies the 

subscriber’s identity with a digital signature algorithm 

initially assigned by the Registration Centre. 

 
Fig 4.2: Login Phase 

3. Verification Phase: 

The QR Code that has been sent by the publisher is 

decoded by the subscriber and then the data thus ob-

tained is decrypted. The decrypted OTP message is 

then hashed by a Hash function. The result is then 

compared with the received hash value. A match of the 

hash values indicate successful [Fig. 4.3.1] authentica-

tion. If the Hash values are not matching, then the au-

thentication is a failure [Fig. 4.3.2].  The subscriber 

then sends the decrypted message back to the publisher 

in order to verify its identity. 

 
Fig 4.3.1: Verification phase showing successful 

authentication 

 
Fig 4.3.2: Verification phase showing 

authentication failure 

Table 1: Notations 

Symbol Meaning 

IPPi IP Address of the ith Publisher 

IPSi IP Address of the ith Subscriber 

IPBi IP Address of the ith Broker 

MacPi Mac Address of the ith Publisher 

MacSi Mac Address of the ith Subscriber 

MacBi Mac Address of the ith Broker 

AK AES Encryption Key 

 QR Code 

(H)k Hashing using SHA-256 

(M)k Message encrypted by AES 

(M)k Message decrypted by AES 

IV. RESULTS AND DISCUSSIONS 

A closed network was setup involving subscribers 

and publishers whose communication was facilitated 

through ‘Hivemq’ Broker. On monitoring the network 

with a sniffing tool Wireshark, it was observed that the 

contents of the packets were transmitted in plain text. 

As a first step to improving security, individual pack-

ets were encrypted using public key algorithms RSA, 

ECC. This method was found to involve more over-

head and it also had a shortcoming that if the login 

credential was compromised by an adversary then 

he/she could tamper the system. With the aim of 

minimizing the overhead involved in the authentica-

tion process, the proposed scheme was modeled to 

carry out regular or frequent handshakes between the 

publisher and the subscriber using a bar code (QR 

Code) technique. This was fruitful because of the short 

nature of the key and the encoding process which is 

light weighted in nature than an encryption process 

with a larger sized key. The snippets of the code and 

screenshots of the results are depicted in figure 5.1 - 

5.5 

Fig 5.1 provides the decrypted information of the 

QR code that is received. The decrypted text is hashed 

and compared with the hash that has been received. 

Fig 5.2 depicts the QR code that is received for authen-

tication. Fig 5.3 and Fig 5.4 illustrates the code snip-

pets for both publisher and subscriber. Fig 5.5 and 5.6 

represent the communication of messages through 

MQTT lens respectively.  
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Fig 5.7 illustrates the code snippets for QR code 

generation. 

 
Fig. 5.1: Decryption of the received data 

 
Fig 5.2: QR Code output 

 

 
Fig 5.3 Snapshot of Subscriber Code Snippet 

 

 
Fig 5.4 Snapshot of Publisher Code Snippet 

 
Fig 5.5 subscribing a message via MQTT Lens 

 
Fig 5.6 publishing a message via MQTT Lens 
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Fig 5.7 Snapshot of QR code generation 

V. CONCLUSION AND SCOPE FOR FUTURE 

In this paper, an authentication scheme that is capable of 

operating with reduced overhead, applicable for IOT devices 

communicating using MQTT protocol has been proposed. 

As a future extension to it, it is planned to test the scheme to 

evaluate its capability in terms of mitigating cryptographic 

attacks like man in the middle, replay, and phishing. 
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