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Abstract: The primary objective of this research is to study 

the risk factors affecting on the cloud computing security 

among small and medium-sized enterprises (SMEs) in 

Malaysia. In this research, the researcher intends to discovery 

the risks on the use of cloud computing because they may affect 

the operating of the organisations in Malaysia. The researcher 

uses the primary method to conduct the data. In this research, 

five different variables that affect the cloud computing security 

significantly which include data confidentiality, data integrity, 

availability of data, mutual trust and auditability of data. The 

data was collected from the employees who use the cloud 

services in Malaysia. Statistical Package of the Social Sciences 

(SPSS) is used to assess the relationships between the five 

variables which able to influence the cloud security among 

SMEs in Malaysia. The findings discovered that all the 

variables have significant relationship with the cloud computing 

security among the SMEs in Malaysia. The conclusion have 

been discussed in this research that the providers and users of 

cloud services have responsibilities to ensure there have a safe 

cloud environment. This research creats the awareness of the 

use of cloud computing in order to avoid the risk of the data 

being stole or hacked and build a peace cloud environment. 

 

Keywords: Cloud Computing Security, Data Confidentiality, 

Data Integrity 

I. INTRODUCTION 

In this modern day, cloud computing has been widely used 

by most of the organisations. Cloud computing considers 

as a model that helps the organisations to obtain various 

types of computing resources through the network access 

(ISACA, 2011). It provides several services for file 

storage, applications, networks, and others. It benefits the 

organisations, especially for Small and Medium Size 

Enterprises (SMEs), by offering them a low cost 

information system to manage the data within the 

organisation as well as the interaction between the 

organisation and outsiders. It has replaced the traditional 

computing which requires the physical hardware to store 

the data or the use of software such as email to send the 

data. With the use of cloud, the organisations able to store 

a large amount of data with purchased amount of storage 

space that depends on the organisations (Huth & Cebula, 

2011). 
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Exhibit 1 shows the statistics of respondents are 

applying cloud computing in 2016. Public cloud is 

preferred by small enterprises that allow users to share the 

data communally via Internet. Private cloud only can be 

accessed by specific groups or within the organisations. 

Community cloud is shared by several enterprises that have 

common concerns or requirements. Hybrid cloud is used 

with the combination of two or more cloud models which 

mentioned above to achieve the specific objectives. 

Furthermore, there consists of three models of cloud 

service delivery models which are Software-as-a-Service 

(SaaS), Platform-as-a-Service (PaaS) and Infrastructure-as-

a-Service (IaaS). SaaS can be a business application which 

facilitates the relationship between the organisation and 

customers over the Internet such as Google Apps (Rong, et 

al., 2013). PaaS is a computing tool that assists the 

deployment of cloud via Internet such as Google App 

Engine (Rong, et al., 2013). According to Kuyoro, Ibikunle 

and Awodele(2011) stated that IaaS is a virtual platform 

that enables organisations to handle the provisioning and 

management well such as Amazon Web Services. 

 

 
Exhibit 1: Statistic of Respondents are Applying 

Cloud Computing In 2016 

Source: (Weins, 2016) 
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Exhibit 2: Cloud Challenges 2016 versus 2015 

Source: (Lazar, 2016) 

 

However, the organisations should consider the 

security cloud issues. The issue of data security will be 

arise as the organisations store their data in the cloud. They 

might think that whether their data will be secure and not 

be retrieved or stole from others, worsen the data stole will 

cause the loss of business. Besides that, the organisations 

also consider other challenges when using the cloud 

computing as shown in Exhibit 2.This research study is 

concentrating on the risk assessment for cloud computing 

security among small and medium-sized enterprises (SME) 

in Malaysia. The recent security issues will be discussed in 

the problem statements and followed by research 

objectives and research questions. The most important part 

is the discussion of the risk assessment on cloud security. 

A. Problem statement 

Nowadays, the cloud computing becomes a bigger 

issue that able to influence the organisations significantly. 

According to Chea, Duan, Zhan and Fan (2011) stated that 

cloud computing consists of seven security risks which are 

unknown risk profile, abuse use of the system, unsafety 

interfaces and APIs, vicious insiders, shared technology 

problems, illegal taking over account or service and the 

loss or divulge of data. Those risks will cause the 

organisations’ crucial information being spread out. Hence, 

the competitors will take the advantages from it to against 

the organisations. According to Barron, Yu and Zhan 

(2013) discussed some facts about the offenders intrude 

into the system to modify and alter the setting, install 

vicious code of the system which influence the content of 

the system, trick other people, steal the crucial data, bring 

down the network and attack cloud users’ account to 

conduct criminal. Example of these facts are XML 

signature wrapping attack, malware injection, social 

engineering attack, account hijacking, traffic flooding and 

Wireless Local Area Network (WLAN) Attack. 

According to Rabai, et. al. (2012) investigated the 

measure of cyber-security applied to evaluate cloud 

computing as a business model. The researcher stated that 

the unveiling of classified data has highly impact on the 

confidentiality of data which can be caused a high cost of 

unrecoverable loss. The security threats such as vicious 

action on cloud computing will lead to the loss of 

confidentiality. Hence, is the loss of confidential data will 

affect the cloud security? 

According to Mohammadi and Jadidoleslamy(2011) 

discussed the security detection methods to control the link 

layer attacks of Wireless Sensor Networks (WSNs) 

effectively. Throughout the research, 76.9% of the attacks 

of WSNs are pointing integrity and availability which are 

most the highest percentage of attack threats among 

confidentiality, integrity, availability and authenticity. The 

researchers found out the clustering protocols is the best 

security solution for the attacks rather than encryption. 

Thus, how the data processing integrity influences the 

cloud security? 

The availability, integrity, sensitivity, confidentiality 

and mission critical are considered when researching the 

substitute to the use of IT which more focused on cloud 

computing in order to enhance the universities’ flexibility 

and save more (Mircea & Andreescu, 2011). After 

completing this research, the strategy for cloud security 

issues should be adopted to have the potential of reducing 

the universities’ expenses. Therefore, is the cloud security 

will be affected by those consideration?Based on Pal, et. al. 

(2011) demonstrated about protecting cloud resources by 

using trusted security framework. The research found out 

the trust level of trusted user increases after conducting 

trusted communication with the cloud service provider.  

The framework can be included the method of identifying 

malicious activity to avoid unauthorized accesses to cloud 

data in order to increase the level of mutual trust between 

the cloud user and cloud service provider. Then how the 

mutual trust level will impact the cloud data? 
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According to Monfared(2010) determined the stages 

for researching security monitoring organisations in the 

cloud computing model. Mutual auditability is pursued by 

stakeholders to ensure there have assurance about the other 

parties. Cooperative organisations should communicate 

and examine every cloud layer. It enables to prevent the 

duplication of data in every layer and strengthen the 

accuracy. To what extent of mutual auditability will 

influence the cloud computing security?Therefore this 

paper analyse the risk assessment on Cloud Security 

among SMEs in Malaysia. 

B. Objectives 

 To identify how the data confidentiality affect cloud 

security in SMEs within Malaysia. 

 To study about the data integrity impact on cloud 

security in SMEs within Malaysia. 

 To discover the availability of data on cloud security 

in SMEs within Malaysia. 

 To identify how the mutual trust between data owner 

and cloud service provider affect cloud security in 

SMEs within Malaysia. 

 To study about the auditability of data on cloud 

computing in SMEs within Malaysia. 

 To offer suggestion, conclusion and recommendation 

based on analysis in SMEs within Malaysia. 

II. METHOD & MATERIALS 

The Quantitative Research Method with primary data 

are applied in this research. Primary data can be defined as 

the data collected specifically and originally for the 

research  (Kara, 2013). The primary data source will be 

collected by preparing questionnaires in respect of 

dependent variable and independent variables.The 

questionnaire consists of three sections. Section A is the 

list of questions that pertain the demographic questions 

such as gender, age, education level, job title and the 

nationality. Section B is regarding the current issues of 

cloud computing security. Section C is including the 

factors of risk assessment on the cloud computing security. 

The electronically questionnaires are being used in this 

research as the participants of the research are computer 

literate. Then the questionnaires will be sent to the 

respondents of employees in SMEs. The responses from 

the respondents will be described in detailed to come out 

the analysis of the results. This research takes the sample 

size of 120 employees which the sample size is calculated 

with the use of Raosoft Sample Size Calculator. The 

Simple Random Sampling is used to select the sample size 

randomly from the population. The margin of error can be 

accepted is 8% and the level of confidence set is 92% to 

show a favourable results.Multiple linear regression model 

is being used in this research to investigate the how the 

factors affect the cloud computing security via SPSS. This 

model allow the researcher to predict the outcome of a 

variable in accordance with the outcome of another 

variable (Lund Research Ltd, 2013). In this research, the 

predicted variable is known as criterion variable which 

represented by Y while the predictor variable is 

represented by X. 

Y = 𝑩𝟎 + 𝑩𝟏𝑿𝟏+𝑩𝟐𝑿𝟐+𝑩𝟑𝑿𝟑 + 𝑩𝟒𝑿𝟒 + 𝑩𝟓𝑿𝟓 

In this research, 

Y = Cloud Computing Security (Dependent Variable) 

𝑋1= Data Confidentiality (Independent Variable) 

𝑋2= Data Integrity (Independent Variable) 

𝑋3= Availability of Data (Independent Variable) 

𝑋4= Mutual Trust (Independent Variable) 

𝑋5= Auditability of Data (Independent Variable) 

 

When the p-value < 0.05 which is less than the alpha level, 

hence the null hypothesis, 𝐻0 will be rejected while the 

alternative hypothesis, 𝐻𝐴  is accepted (Dunlop & Baillie, 

2009). 

III. RESULTS 

Table 1:Model Summary𝐁 of Multiple Linear Regression 

Model R R2 
Adjusted  

R2 

Standard 

Error of the 

Estimate 

Change Statistics 

R2 

Change 

F 

Change 
df1 df2 

Significant F 

Change 

1 .466𝑎  .217 .183 .54166 .217 6.438 5 116 .000 

a. Predictors: (Constant), Auditability of Data, Data Confidentiality, Mutual Trust, Availability of Data, Data 

Integrity 

b. Dependent Variable: Cloud Computing Security 

 

The R in Model Summary acts as a multiple 

correlation value between the real and estimated values of 

dependent variable (Field, 2000). The range from -1 to 1 

for R value demonstrates whether the relationship is 

positive or negative. Whereas R2 measures the rate of the 

variance in the dependent variable expressed by the linear 

regression model (Frost, 2017). Based on Table 1, the 

correlation coefficient, R value is 0.466 which shows that 

there is a positive relationship between the variables. 

Moreover, R2 value in Table 5.6 is 0.217 which means the 

five different independent variables able to explain 21.7% 

of dependent variables in this study. It also can be defined 

that there is a significant correlation between cloud 

computing security with independent variables which 

include data confidentiality, data integrity, and availability 

of data, mutual trust and auditability of data. In addition, 

the remaining 78.3% of cloud computing security variable 

can be affected or contributed by other factors. 

 

 

. 
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Table 2: Analysis Of Variance (Anova𝐀) 

Model 

Sum of Squares df Mean Square F Significance 

1 Regression 9.445 5 1.889 6.438 .000b 

 Residual 34.033 116 .293   

 Total 43.478 121    

a. Dependent Variable: Cloud Computing Security 

b. Predictors: (Constant), Auditability of Data, Data Confidentiality, Mutual Trust, Availability of Data, Data 

Integrity 

Source: Primary Data 

 

According to Field (2008), the significance level of 

estimating the result can be tested through Analysis of 

Variance (ANOVA). It able to compare the samples for 

numerical dependent variables and also determine whether 

the results are being explained concisely (O'Donoghue, 

2013). Based on Dallal(2012), the Regression Sum of 

Squares in ANOVA is the discrepancy between Total Sum 

of Squares and Residual Sum of Squares. Besides that, the 

Total Sum of Squares refers to the sum of variability 

amount in the response and Residual Sum of Squares that 

not able to be considered after the regression model is 

adopted while the Regression Sum of Squares refers to the 

variability amount in the response that is considered by the 

regression model. The df is represent the degrees of 

freedom which is the number of independent variables. 

The df is calculated by subtracting 1 from the number of 

variables (df = n-1) (Statistic How To, 2018). Moreover, F 

ratio is used to describe the variances between the 

variables. The significance level (p-value) of ANOVA 

should be less than or equal to 5% (p-value ≤ 0.05) which 

indicates that the relationship between two variables is 

significant and the null hypothesis should be rejected 

(Minitab Inc, 2016). 

Table 2 shows the df is 5 (df = 6-1 = 5) which means 

the degree of freedom generated by six variables involve 

cloud computing security, data confidentiality, data 

integrity, availability of data, mutual trust and auditability 

of data. In addition, the residual of degree of freedom is in 

accordance to the sample size for responses received which 

is 122. From this 122 of sample size, the 6 variables are 

deducted from the sample size to obtain 116. Next, the 

aggregate of 5 for degree of freedom calculation and 116 

produce the outcome of 121 for the total of degree of 

freedom. Hence, it can be concluded that when the sample 

size increases, the degree of freedom, df also 

increases.Furthermore, the F-ratio which presented in 

Table 2 is 6.438 which is calculated by using the 

Regression of Mean Square divides with the Residual of 

Mean Square (1.888974/.293392=6.438). Besides that, 

based on Table 2, it indicates the significance level is 0.000 

which is lower than 0.05, so that the relationship between 

the dependent variable and independent variables which 

included data confidentiality, data integrity, availability of 

data, mutual trust and auditability of data is significant 

among SMEs in Malaysia. Hence, the null hypothesis 

should be rejected. 

IV. CONCLUSION 

The cloud computing security is important for the 

individual users, organisations and cloud services 

providers. The secured cloud environment able to enhance 

the security of users’ data. The risk assessment is an 

essential tool to examine the security of cloud computing. 

A lot of researchers have conducted the studies and 

discovered that the security of cloud computing and risk 

assessment factors have a positive relationship. When the 

thorough risk assessment is being conducted, the risk on 

cloud security can be reduced or avoided. Since the 

objectives of cloud computing system is to store and secure 

the users’ data, then awareness of risk assessment is one of 

the consideration to improve the cloud security. Hence, the 

information of organisation can be secured in order to 

strengthen the internal control system of the organisation. 

In this study, the researcher propose five variables of risk 

assessment on cloud computing security to create the 

particular awareness among SMEs in Malaysia. 

This research have focused on the degree of risk 

assessments which includes the data confidentiality, data 

integrity, data availability, mutual trust and data 

auditability influence towards the cloud computing 

security. Throughout the research, it figured out that all the 

five independent variables which mentioned above have a 

positive and significant impact on the cloud computing 

security. It can be defined that the level of risk assessment 

factors increase, the degree of cloud security also 

increases. In this research, the most significant relationship 

is between the mutual trust variable and cloud computing 

security. However, the other four variables also have its 

own significant impact on cloud security which should be 

taken into consideration by the users. 

V. RECOMMENDATIONS 

In this advanced technology era, the cloud computing 

is being used widely. It able to replace the use of compact 

disc (CD), flash drives, USB and others. It is convenient 

which allow the people to store and exchange information 

through this platform. Now, the more organization sutilise 

the cloud to keep their documents and other confidential 

data. However,  

 

 

some of the organizations 

feel hesitant to adopt cloud 
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computing to run the business due to there have risk on 

cloud information is unsecured. They afraid their privacy 

information will be invaded and theft by the unauthorized 

parties. It becomes the global issues currently which should 

be taken into consideration by everyone when applying 

cloud services. 

To address the shortage when using the cloud services, 

there have some recommendation to protect the privacy of 

users and also reduce the issues of cloud security. First, the 

employees of the organisation should be serious about the 

encryption in the cloud service (Ivey, 2013). To strengthen 

the encryption, it can be conducted by creating a secured 

password for the cloud. The employees need to ensure their 

passwords are stronger enough which also able can be 

remembered by themselves. The strong passwords should be 

included the small and big capital letters as well as the 

numbers. It may difficult to be invaded by the hackers into 

the employees’ accounts to steal their information in order 

to protect their privacy. Also, the information of the 

organisation is being protected. 

Second, the organisations should take responsibility to 

protect the data in cloud environment. The rules of cloud 

governance practice should be obeyed by all the workers of 

the organisation. The organisation should include the 

method of managing risks of cloud security into Enterprise 

Risk Management (ERM) in order to prevent the 

vulnerability in cloud environment. The internal auditor 

ought to take the responsibility to enhance the ERM system 

and ensure the compliance is existed when engaging cloud 

services. Internal auditors can discuss the information 

process lifecycle in cloud to understand which information 

should be updated, kept and terminated in order to facilitate 

the cloud operation. To ensure the business operations is 

continuing due to uncertainty, the knowledge and skills of 

disaster recovery in cloud environment should be improved. 

It able to provide the guidelines for the organisation when 

there is damaged data. The data centre operations of 

organisation also need to provide the method to assess the 

data process and reliability in cloud (Cuschieri, 2013). The 

internal control in cloud platform should be concerned by 

the organisation to ensure the data and other resources are 

protected and not leaked out. 

Last but not least, the agreement between the cloud 

service providers and users creates a significant issues in 

cloud environment. The cloud service providers and users 

should be aware of and accept the contents in the agreement 

when the users really want to use the cloud service to 

prevent the misunderstanding. If the users meet the technical 

issues when using the cloud service, they should contact to 

cloud service providers to discuss the issues together. This 

is because the users can explain clearly about the issues 

which facilitate the cloud service providers to solve the 

issues effectively and efficiently in order to ensure the 

users’ data are not being lost but able to be stored safely and 

protracted. 
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