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Abstract: Steganography, technology of information
hiding that allows people to communicate secretly, in which
actual data will be kept hidden inside the cover object. This
paper deals with multimedia hiding system in which secret
multimedia file is kept hidden in dual cover images. The
proposed model takes the secret multimedia file and divided
it among two cover images of same dimensions and size.
The multimedia files are considered as a continuous byte
and then it is vertically split into two halves, in which one
half is the most significant half bytes, and the other half is
the least significant half bytes. Then the two halves are
embedded inside the two cover images using a four bit least
significant replacement technique. To avoid capture of
stego images by an attacker, it is expected to sent stego
images separately through different channels. The secret
multimedia file can be extracted by combining least
significant half bytes of two stego images. The recovered
secret multimedia file is similar in structure and content
with original hidden multimedia file.
Index Terms: steganography; multimedia file; dual
hiding; cover image; vertical splitting; stego image.

 Cover file: Original file in which secret information will be
stored. It can be text, image, audio and TCP/IP packets.
 Secret file: Information which is to be hidden.
 Stego file: File in which the information is hidden that is
combined cover file and secret file.
Based on the cover file used there are different types of
steganography like image steganography, text steganography,
audio steganography and TCP/IP steganography. Our system
comes under image steganography as we are using image as
the cover file.

I. INTRODUCTION
The type of information traded over the computer network
has shifted from text to multimedia files including images,
audio files and video files. Sometimes such file contains
confidential information that need to be protected from
intruders. Protecting multimedia files requires preventing
them from illegitimate users. Two methods for data protection
are Cryptography and Steganography. In cryptography the
data is converted to unclear format which makes it difficult to
understand by an attacker. But the main drawback of
cryptography is that it attracts the attention of attacker and
also the key management used in cryptography is difficult for
users.
Whereas in steganography the secret data is kept hidden
inside the cover file. Three basic terms used in steganography
are
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Fig 1: Image Steganography
A multimedia hiding system is comprised of two steps:
embedding and extraction. In embedding process, the secret
file is hidden inside the cover file. It is done by replacing the
bits of cover file with bits of secret file. And in extraction step
the embedded file is recovered from stego file.
The main objective of our work is designing a
multimedia hiding system that enhance the security of
audio/video files, by hiding it in two RGB cover images, with
the objective of decreasing the size of the cover image,
improving the capacity of hiding, and using a safe division
protect the secret multimedia file.
II.

BACKGROUND

Usually audio and video files are larger in size than image and
text documents, so it requires cover files with high embedding
space. As in the work in [2] data compression is one method
for reducing the capacity of hiding, but most of the
multimedia files will be in compressed form; as with video
and audio files, therefore, compressing further can affect the
quality of video and audio.To improve the hiding space that is
required for embedding a audio/video file of large size is to
use a cover with large size or more than one cover can be
used. Large size of cover has its disadvantage like limitations
of file size on file transfer systems and email.
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So, it is more sensible to divide the secret audio/video file
over multiple covers[13], thereby the covers size required can
be reduced, but the question is about the best cover number.
Increase in the covers number can result in more overhead
as it is difficult to manage more than one cover, while
decreasing the covers number results in covers of larger size.
In this work, two covers are selected for embedding a
audio/video file, that can be increased to more covers if
required.
Although data embedded inside stego medium are treated
to be secure from access by intruders, but extra steps for the
security of embedded data is found as necessary, as there is
development in the steganalysis measures that can recognize
and also recover the embedded secret data [3, 4, 5, 6].
Many researches have presented to merge steganography
and cryptography [7]. With cryptography, as the second layer
for security has its disadvantages, as explained before. Hiding
in multilayer can increase safety, but by each new layer, the
capability of hiding is decreased. In this work we have
selected a method for giving more protection for the
embedded data by dividing the audio/video file into two part
where one fragment is not able disclose any part of the hidden
data on its own.
The LSB (Least Significant Bit) replacement method is an
apt method for high hiding capacity which does not include
compression and it also gives excess area for hiding secret file
in the cover file [8]. There are different types of the LSB
technique based on the number of bits to be replaced, such as
1 bit, 2 bits, 3 bits, and 4 bits. Replacing bits will be least
significant bits. Some LSB techniques in RGB images replace
only the least significant bit of the blue channel (right most
byte), while other techniques replace the LSB of all channels
[9]. The use of 4 bit replacement for hiding in the all medium
allows fifty percentage capability of hiding in the selected
cover file, which has been proven to have sufficient visual
perfection among cover and stego images [10].
III. THE PROPOSED SYSTEM
The proposed data hiding model performs actions required
for embedding multimedia files in cover images, recovering
the embedded file without any alteration and evaluate the
image quality between the original and stego images.
The model comprised of two modules: Embed and Extract.
a. Embed
Through this process the secret file is stored in two cover
images. The multimedia files are considered as continuous
bytes then it is vertically split into two halves, in which one
half is the most significant half bytes and the other half is
the least significant half bytes.

Byte 1
LHa

RHa

Byte 2
LHb RHb

Byte 3
LHc

RHc

Fig 2: Secret File
Then each half byte is embedded in two covers using four-bit
LSB replacement method, the MSB half byte (LH) can be
embedded in cover1 and LSB half byte (RH) in cover2 or vice
versa. In 4 bit least significant replacement technique four
least significant bits of cover image are altered based on the
secret message.
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Fig 3: Stego Images after Embedding
b. Extract
Through this process the hidden multimedia file can be
retrieved without alteration. It is done by combining the
four least significant bits from the two stego images. The
recovered multimedia file is same in structure and
content with the hidden multimedia file.
A. Design Factors
The design factors that need to be considered are:
1. The secret multimedia files are stored in two BMP RGB
cover images, such that one stego image will contain fifty
percentage of the hidden data. Same cover image is
allowed to use two times (as cover1 and cover2), or use
two images with same dimensions and size.
2. The 4-bit LSB replacement technique is used to hide
secret data in the all medium of the two cover images,
where the least significant half bytes of the cover’s red,
green and blue channel replaced with the secret file half
bytes.
3. Recovered multimedia file will be a multimedia file that
is similar to the original multimedia file. The secret
audio/video file and the recovered file undergo a bitwise
comparison using Windows command File Compare
(FC) which shows no differences.
4. The Peak Signal to Noise Ratio (PSNR) value which
compares the cover images and the stego images must be
similar to the value computed by a standard software for
comparing the image like ImageMagick.
5. The RGB BMP cover image size should be almost same
as the secret file size or only an increase of 54 bytes from
the size of secret file is allowed, which is the header size
of BMP file. The cover image’s Embedding Capacity
(EC) is same as the the secret file size will be adequate
cover image is equal for storing the half bytes of the
audio/video file, using the four bit least bit replacement.
For each cover the EC in bytes can be computed as:

IV. RESULTS AND DISCUSSIONS
The multimedia hiding system was used for hiding
audio/video files of different sizes, and of various formats.
The secret multimedia files can be MP4 video, MP3 audio,
WMV files, JPG, PNG, BMP, TIF and GIF images. Two
RGB images which is uncompressed and in BMP format is the
cover images with adequate embedding capability for hiding
the audio/video files. The dataset of multimedia files and
cover images has been available online in [11].
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The proposed model relies on the least significant bits
(LSB) method for hiding secret data in 4-LSB bits of each of
the RGB channels, in two cover images of same size and type,
with the aim of achieving high hiding capacity as well as to
enhance security. All secret audio/video file is divided
vertically, and the two fragments are embedded in two cover
images separately, as Stego1 and Stego2, to protect the
privacy of the hidden data, in case if it is recovered by an
attacker.
The PSNR values for the covers and the two stego images
are calculated for all embedding step. The SCR ratio is
computed as the fraction of size of hidden audio/video file
and the size of one cover image. This measure was presented
in [7], as an important metric for utilizing the hiding capacity
and can be used in combination with the PSNR measure.
A. Visual Imperceptibility Results
In this experiment, we have used a collection of secret
multimedia files ranging in size from 4.8 KB to 9.01 MB, of
various types. The cover images are large BMP images that
can accommodate the largest secret multimedia file of our
selected dataset. The visual imperceptibility comparison is
demonstrated using a set of cover and stego images, for
selected secret files of large, medium and small sizes, as
shown in Figures 4 to 7.
Figure 4 shows Lena.BMP (36.2 MB, dimensions 3560 x
3560) and Stego1, and Stego2. The two stego images was
embedded with the image renoir4-512.BMP (588 KB).

Figure 7 shows Lena.BMP(36.2 MB, dimensions 3560 x
3560) and Stego1, and Stego2. The two stego images was
embedded with the image Vase512.JPG (490 KB).

Fig 7 Lena Cover + Vase512.JPG with Stego1 and
Stego2
V. CONCLUSION AND FUTURE WORK
This work investigated the enhancement of securely sending
multimedia files, over communication channels, through
embedding them within two RGB images. The advantages of
using two RGB cover images are higher hiding capacity,
which is needed for multimedia files and better protection of
the hidden data. The proposed system and its implementation
have presented a solution in which the secret multimedia file
is split vertically into two fragments, where each half is stored
in a separate cover. Using this method, one vertical half of the
secret message will not provide any clue to the attacker about
the contents of the secret message, if she/he succeeds in
capturing a stego image and extracting its contents.
Some of the interesting extension to this work include
hiding multiple secret files in several covers, experimenting
the idea of multiple covers into video and audio, and
increasing security of the proposed system by randomly
placing the secret data in the covers.
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