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Abstract: Innovation of technology and the availability of fast
Internet makes information distribution over the world easy and
economical. This has attracted many adversaries who work for
stealing and tampering the privacy and the works of legitimate
users. Steganography and digital watermarking techniques have
been continuously adopted in research for enhancing the security
of data, specifically images. Recent research has shown the ability
of blockchain to play an integral role in storage and distribution of
medical images in a more secure fashion. With the aim of
verifying the suitability of blockchains to offer an efficient and
autonomous mechanism for securing images. A scheme that uses
steganography to ensure confidentiality and blockchains to ensure
non-repudiation is presented in this paper. Detailed
experimentation brought out the ability of the proposed scheme in
terms of enhancing the security compared to existing schemes in
the literature.
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I. INTRODUCTION

With the rapid development of technology, privacy and
security have become major concerns for any smartphone
user. Image theft and misuse are common crimes against
which one needs proper security measures. The user’s
photos need to be secured such that only authorized personnel
can access them. Even though data sharing has increased to a
great extent over the years, it adds to the existing security
woes. The protection of personal images is the primary
concern of the user and this paper presents a scheme that is
capable of enhancing the security using steganography
principles integrated with blockchain technology. Section 2
presents literature review. Section 3 presents the summary of
findings justifying the need for this work. Section 4 presents
the proposed scheme. Section 5 presents results and
discussions. And finally Section 6 presents conclusions and
scope for future work.

Il. LITERATURE REVIEW

A. Fingerprint Identification

Security tokens of category inherent in users include
fingerprint as one of the most common biometric traits for
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civil and forensic recognition process. Although other
biometric traits like iris, facial scans, voice etc. are

popular, fingerprints are widely accepted because of its
simplicity in usage. This simplicity factor makes fingerprint
comparison algorithms to work with datasets at an ease but
gives less accurate results. [4] presents a scheme to reduce the
number of comparisons by using pre-filtering techniques that
could be grouped under exclusive classification method and
fingerprint indexing method. The authors claim that
exclusive fingerprinting techniques divide the dataset into a
fixed number of classes during the identification phase and as
a result leads to unevenly distributed classes which are not
highly efficient. On the other hand, fingerprint indexing
methods were found to offer robust and efficient ways to
recognize  fingerprints. Reference [3] presents
biometrics-based  authentication methods based on
symmetric hashing of the minutiae information extracted
from fingerprint and using the created hash space for
identifying registered prints.

B. Digital Watermarking and Steganography

Digital watermarking [6] is a technique applied to images,
audio and video to facilitate copyright management, track the
source of information, monitor, broadcast and detect
tampering of data. This method is free of key and this is the
factor which differentiates it from cryptography techniques.
Watermarking techniques [7] are generally classified as
fragile and robust. The former one is usually utilized to detect
whether the host signal is tampered, while the latter one is
used to protect the owner's legal rights and is widely used
nowadays. In contrast to cryptography that uses a symmetric
or asymmetric key to encipher and decipher messages, [1]
steganography is a methodology that writes hidden messages
in plain sight in such a way that only intended users know the
existence of the message. The original message and the
embedded message generally form the cover text. For
instance, a message may be hidden by using invisible ink
between the visible lines of innocuous documents.
Cryptographic methods [5] are based on symmetric or
asymmetric keys to guarantee confidentiality. These can be
integrated with hashing and signature schemes to enhance the

level of security by guaranteeing integrity and
non-repudiation  features. Asymmetric  cryptographic
algorithms like Rivest-Shamir-Adleman (RSA),

Elliptic-curve cryptography (ECC) have gained popularity in
the recent years for enhancing the security of applications
like banking and info-sharing in social media etc. Applying
these techniques on images lead to high overheads in terms of
encrypting and decrypting large amounts of data required to
store even a simple image.
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Since the steganography [2] technique simply hides the
secret message in an image, the overhead involved is
comparatively less. This makes it better suitable for securing
images, audio and video.

C. Blockchain

Introduction

Blockchain [8] is a technology for enhancing the integrity
introduced in the recent years specifically for handling
money-related transactions. The decentralized nature of
Blockchain has made an attractive platform for ensuring
integrity in storage mediums also. The work focuses on
exploring the suitability of Blockchain in ensuring integrity
in the mobile storage medium. The capability of Blockchain
in terms of guaranteeing non-repudiation is also evaluated in
this work with the usage of fingerprint trait encoded using
steganography into the photos taken using the system camera.

A block in a blockchain [9] generally consists of a header
and a body, with the header including attributes like version
of the block, Merkle tree root hash, timestamp of transaction,
nBits, a humber used once (nonce) and parent block hash.
The block version indicates the set of block validation rules
to be followed. Merkle tree root hash represents the hash
value of all the transactions. Timestamp saves the transaction
time. nBits contains the target threshold of a valid block hash.
Nonce is a 4-byte field for hash value computation. The
256-bit parent block hash points to the previous block.

The body portion of the block is composed of transactions
including a transaction counter. The size of the block and the
size of the transactions generally predict the maximum
number of transactions that can be held in a block.
Blockchains generally use public key cryptographic
mechanisms for authenticating and validating transactions.
Signature schemes are integrated to ensure trustworthy
entries in the blockchain. In this work, the body portion of the
blockchain holds the hash values computed for the captured
image which has its fingerprint data hidden in it using
steganography.

Digital Signature

Signature schemes [5] use asymmetric key cryptographic
principles for the signing and verification processes. The
participants are generally provided with a public and private
key pair of which the private key is to be kept in
confidentiality and this is to be used for signing the
transactions. These signed transactions are verified by the
recipient using the public key of the signer. Any transactions
failing the verification process would be rejected by the
receiver. Digital signatures could be integrated with
symmetric or asymmetric cryptographic schemes to ensure
confidentiality of the transaction. Digital signature
algorithms like Digital Signature Algorithm (DSA),Elliptical
Curve Digital Signature Algorithm (ECDSA) have gained
popularity because of their small key sizes and their strength
in guaranteeing message integrity and non-repudiation.

Key Characteristics of Blockchain

The key characteristics [9] of a blockchain includes,
Decentralization which helps one in removing third-party
involvement in validation, Persistency which ensures system
integrity and non-repudiation, Anonymity which preserves
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the real identity of users and Auditability which enables
tracking and verification of transactions.

I11.  SUMMARY OF FINDINGS

Image theft is a widespread problem. [11] China, France
and the US are ranked first, second and third respectively
with respect to the extent of digital image copyright violation.
According to a 2016 survey by Berify [10], 64% of
professionals and 44% of the rest claimed to have had their
work stolen. Photographers and photo agencies lose hundreds
of dollars due to image theft. Due to social media applications
such as Instagram and Facebook, bloggers, commercial
businesses and individual professionals do most of the
photo-stealing. A GuardChild survey revealed that seventeen
percent of the children between ages 8 and 12 surveyed
received an email or message with photos that made them
feel uncomfortable and only seven percent of parents were
aware of this. If mobiles were equipped with a scheme
ensuring non-repudiation, it would prevent real users from
becoming victims. The paper presents a usable, simple
framework based on blockchain and steganography to
enhance the integrity and non-repudiation feature of images
shared in social media. It helps the recipient verify the
identity of the person who actually captured the photo.

IV. PROPOSED SYSTEM

Current systems are unable to decipher the true origins of a
picture. Hence, the origin is always traced back to the phone
from where the picture was taken. Unlike previous systems,
the work matches the photo to a person and not a device. The
existing process of sharing images through social media is
depicted in Fig. 1.
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Fig. 1: Present procedure for sharing images on social
media
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Fig. 2: Proposed scheme for sharing images on social
media

In current systems, an image captured by anyone with
access to the device, either an authorized user or an
adversary, is saved to the gallery and can be published to
social media. This violates user’s security and privacy. The
proposed scheme for secure sharing of image posts (Fig. 2)
comprises of four phases: section A discusses the procedure
for scanning the user’s fingerprint, section B elaborates the
methodology used for encoding the image with fingerprint
data, section C discusses the phenomenon of secured
indexing of image and finally section D discusses the
procedure for validating the user with their fingerprint data
extracted from the image.

A. Scanning the User’s Fingerprint

When a user needs to capture an image, he/she will need to
place their finger on the device’s fingerprint scanner. The
device then captures the image and records the user’s
fingerprint. The usage of the external fingerprint scanning
device prevents the storage of the scanned fingerprint in the
mobile phone. The process of capturing an image using
fingerprint is illustrated in the Fig. 3.
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Fjg. 3: Screenshots of the mobile application developed
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Fig. 4(a): Minutiae points of captured fingerprint
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Fig. 4(b): Stepwise workflow of steganography

B. Encoding the Fingerprint Data

After the successful scanning of user’s fingerprint, unique
fingerprint data is generated. Attributes like minutia position
and ridges bifurcation are used in calculating the fingerprint
data. The generated details are used in the encoding process.
Fig. 4(a). depicts the minutiae positions of fingerprint ridges.
Here, encoding is done using steganography [13] where the
generated unique fingerprint data [12] is embedded into the
captured image. The steganography process is outlined in
Fig. 4(b).

C. Secured Indexing

On the success of steganography, a hash of the encoded
image is created. This hash is stored in the body of the block
with the header containing hash of the previous block and is
added to the blockchain [15]. In this way, one can keep track
of the images taken by an authentic user.

D. Validating Image

On successful capture of the image, it is decoded for
fingerprint data. If the fingerprint data obtained matches with
the device owner’s fingerprint, the image is saved to gallery.
On account of a mismatch, the captured image is discarded
without being saved to the gallery.

V. RESULTS AND DISCUSSIONS

Although the literature mentions a humber of techniques
[14] like cryptography, watermarking, steganography etc. for
securing messages, the work has chosen steganography
methodology for the reason that the existence of a hidden
message is obscured from non-legitimate  users.
Message-Digest 5 (MD5) hash is well-suited for mobile
environments because of its fast processing and small
overhead. The work uses MD5 hash to obtain the hash value
of the image generated from steganography which is stored in
the blockchain. [16] Blockchain’s non-mutable indexing
property ensures non-repudiation, i.e. the authentic user
cannot claim that he/she hasn’t taken the picture. This can
also help in ensuring security that even if an adversary was
able to get a hold of user fingerprint data and embed it into
image via steganography, he/she won’t be able to insert
image hash into the blockchain.
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Fig. 5. shows the snippet of the source code
implementation which reads an image and applies MD5 hash
on it, after which it gets added to the blockchain.

sottonny

3 import hashlib
4 from PIL inpart Inage
import io

Py Clsse Y X

Fig. 5: Snapshot of blockchain code snippet

VI. CONCLUSION AND SCOPE FOR FUTURE

The openness of the Internet has opened new ways for
invading the privacy of legitimate users by hackers and
unauthorized users. Literature presents many techniques to
solve this problem like steganography, digital watermarking,
cryptography etc. The paper presents a hybrid security
scheme that uses steganography combined with blockchain
technology to enhance the security of image posts shared in
the social media.

Presently, Android operating systems use Trusted
Execution Environment(TEE) to store recorded fingerprints.
The TEE is a secure, isolated execution environment which
cannot be accessed by the users or any apps. Hence, one can
only authenticate the recorded fingerprints and not retrieve or
modify them. In order to capture user fingerprints, one can
use external fingerprint scanners compatible with Android
Software Development Kit(SDK). A feature enabling the
recording of fingerprints can be expected from Android in the
near future.

Ideally, blockchain is stored in a cloud database as it takes
up huge volumes of storage space and requires large amounts
of processing. Cloud storage has its own disadvantages
related to data ownership and security. These security lapses
can be overcome in the future by using optimized techniques
to store the blockchain in the owner’s device directly.
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