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Abstract — Unlike encryption, steganography hides the very
existence of secret information rather than hiding its meaning
only. Image based steganography is the most common system
used since digital images are widely used over the Internet and
Web. The main aim of steganography is to increase the
steganographic capacity and enhance the imperceptibility or
undetectability. However, steganographic capacity and
imperceptibility are at odds with each other. In addition, there is
a tradeoff between both steganographic capacity and stego image
quality. Hiding more data in cover images (higher capacity)
introduces more artefacts into cover images and then increases
the perceptibility of hidden data . Furthermore, it is not possible
to simultaneously maximize the security and capacity of a
steganographic system. Therefore, increasing steganographic
capacity and enhancing stego image quality are still challenges.
Secret image extraction is done by the proposed technique in
which first the cover image is recovered by noise removal
methods and then applying alpha blending. Since peak signal-to-
noise ratio (PSNR) is extensively used as a quality measure of
stego images, the reliability of PSNR for stego images is also
evaluated in the work described in this dissertation. The proposed
work is compared with the existing method using PSNR, MSE,
NCC, MAD, SC as comparison parameters. Proposed technique
reduces the requirement to keep record of cover images for secret
information extraction. Otherwise for each information received,
the receiver should also have the cover image saved with him. In
the proposed technique | have tried to obtain the secret image
from stego image without having cover image, considering secret
image as noise. The technique deals with steganography in
wavelet domain. Complete work can be seen as adding noise to
cover image, and then using noise removal technique to obtain
secret image. Soft thresholding and bilateral filtering used for
removing noise are efficient. Experimental results shows that
there’s a trade — Off between stego image and secret image
extracted. It is seen that as we increase the value of alpha, stego
image degrades, but secret image improves. The secret image
obtained is in visually acceptable form. Results shown are
objective and subjective in nature.

Keywords- Alpha blending, Arnold transformation, Bilateral
Filtering, DWT, Steganography, Soft Thresholding.

I. INTRODUCTION

Steganography means covered writing. Purpose of it is to
hide the fact that communication is taking place. The word
cover is used to describe the original, innocent message.
Security is becoming more important as the amount of data
being exchanged on the internet increases. Therefore to
protect the data from unauthorized access confidentiality
and integrity are required. This has resulted in the fast
growth of information hiding techniques [1]. Sometimes it is
not enough to keep the contents of message secret, it is also
important to keep the existence of message secret. The
technique wused to implement this is known as
steganography.
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The word steganography is derived from Greek words
“stegos” meaning “cover” and “grafia” meaning “writing”
defining it as “covered writing”. In image steganography the
information is hidden exclusively in images [2].

Cover Image: This is the original image into which
required information is embedded. It is also termed as
carrier image. The information should be embedded in such
a manner that there are no significant changes in the
statistical properties of cover image.

Stego Image: It is an image obtained by the combination
of payload and cover image [3].

Due to inability to guarantee security , various
vulnerabilities exist in the network that can be exploited and
gives rise to several security attacks. To mitigate such
security vulnerabilities and facilitate safe transfer of data
over communication channel, techniques like cryptography,
steganography are developed.Steganography is preferred
over cryptography, because in cryptograohy the cipher text
which is a scrambled text obtained from plain text and the
attacker can guess that the encryption has been done and can
apply decryption techniques to obtain the hidden data.On
the contrary, steganography is the process of hiding data in
some cover media like still images, audio, video . Therefore
the attacker does not know that information is being
transmitted, since it is hidden to the naked eye and
impossible to distinguish from cover media.

A Steganalysis

This is the practice of attacking stego image by detection,
destruction, extraction, or modification of embedded data.
By understanding the ways by which attackers can defeat
steganographic models, it is necessary to design and develop
more superior and robust methods. In steganography the
meaning of successful attack means that the attacker is able
to identify and has proof that some kind of data is hidden
within the stego- image. Successful attack for a pirate
attempting to defeat a copyright mark is that he detects and
also destroys or modifies the watermark without significant
degradation to the perceptual quality of stego- image. There
are five categories in which steganalysis technique can be
divided: stego only, known cover, known message, chosen
stego, and chosen message. In stego - only attack, only the
stego image is available for the attack. In know- cover
attack , both original cover and stego image are available for
steganalysis. The known - message attack is when
steganalyst knows the secret message embedded in stego-
image. A chosen- stego attack is when the attacker has the
decoding algorithm. The chosen- message attack is when the
steganalyst has access to encoding algorithm.

Presence of embedded data or watermark can be detected
by analyzing the distortions that are present in the stego-
image. The known- cover attack simplifies the analysis of
distortions because the stego- image can be compared with
the cover- image to determine the distortion. This is a
challenging task to remove the embedded message without
causing significant damage to the stego- image.
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This is because the embedding algorithms are designed
with the assurance that the watermark can only be removed
with significant damage to the stego- image [4].

Il. RELATED WORK

S .K. Moon et al. [1] implemented 4LSB for color bitmap
images (24 bit and 8 bit i.e. 256 color palette images) and
wave files as the carrier media. By using this proposed
algorithm, file of any format can be hidden in an image and
audio file.

T. Morkel et al. [2] attempts to identify the
requirements of a good steganographic algorithm and
reflects on which steganographic techniques are more
suitable for which applications.

K Suresh Babu* et al. [3] proposed Steganographic
model Authentication of Secret Information in Image
Steganography that can verify the reliability of the
information being transmitted to the receiver. The method
can verify whether the attacker has tried to edit, delete or
forge the secret information in the stego-image. The method
can verify whether each row has been modified or forged
by the attacker.

Eugene T. Lin et al. [4] reviewed various techniques for
data hiding in digital images. Features of steganographic
systems were also discussed. Finally, an overview of
steganalysis was presented.

S.Arivazhaganl et al. [5] The work deals with Image
steganalysis which focuses first in identifying the employed
steganographic algorithm and this information is used in
deciphering any hidden data in cover images. In this work
the stego images are decomposed into its approximation and
detail sub bands and from the decomposed sub bands, co-
occurrence and statistical features are derived. This leads to
detection of steganographic algorithm.

Zhenjun Tang et al. [10] designed an image encryption
technique by combining Arnold transform and three random
strategies . The security of the scheme depends on the
random strategies.. The proposed encryption scheme is
robust and secure. It has no size limitation, indicating the
application to any size images.

I11. PROPOSED METHOD

A. Discrete wavelet transform

Discrete Wavelet Transform provides a fast, local, sparse,
multi-resolution analysis of real world signals and images.

It is useful for processing non-stationary signals. It
decomposes signal into a set of basis functions, called
wavelets. Wavelets are created by translations and dilations
of a fixed function called mother wavelet.

Wavelet transform provides both frequency and spatial
description of an image. Unlike conventional Fourier
transform, temporal information is retained in this
transformation process. The main idea behind DWT results
from  multi-resolution  analysis,  which  involves
decomposition of an image in frequency channels of
constant bandwidth on logarithmic scale. Image itself is
considered as a two dimensional signal. DWT can be
implemented as a multistage transformation. An image is
decomposed into four sub- bands denoted as LL (Low-
Low), LH (Low- High), HL (High- Low), HH (High-
High) at level 1 in DWT domain. LL sub- band consists of
low frequency wavelet coefficients
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The LL sub- band can further be decomposed to obtain
another level of decomposition. The decomposition process
of the LL sub- band continues until the desired number of
levels determined by the application is reached. When
image is passed through a series of low pass and high pass
filters, image is decomposed into sub- bands of different
resolutions. At level 1 DWT decomposes image into four
non- overlapping multiresolution sub- bands LLx
(Approximate sub- band), LHx (Vertical sub- band), HLx
(Horizontal sub- band), HHx ( Diagonal sub- band). Here
LLx is low frequency component, whereas LHx , HLx, HHx
are high frequency components. Maximum energy of
images is concentrated in approximate sub-band and
amplitude of coefficient is larger than the one of detail sub-
graph. High frequency sub- bands of the wavelet transform
include edges and textures, and other detailed information of
the image and the human eye is not very sensitive to
changes in such bands. Embedding is difficult to be detected
in these parts, but it is easy to be destroyed and has poor
stability after image processing.

To obtain next scale of wavelet coefficients after level 1,
the sub- band LL; is further decomposed until final N scale
is reached. When N is reached, there are 3N+1 sub- bands
available where ‘x’ ranges from 1 to N. From these DWT
coefficients, original image can be reconstructed. This
reconstruction process is called inverse DWT (IDWT).

LL3 | HL3
HL2
L3 | mm HL1
LH2 | HH2
LH1 HH1

Fig. 1: Three Level Image Decomposition

Fig. 2: One level decomposition using two dimensional
DWT

LPF1 represents low pass filtering of image rows, HPF1
represents high pass filtering of image rows, LPF2
represents low pass filtering of image columns, HPF2
represents high pass filtering of image columns.
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Fig. 3: Image Recomposition

Union of four sub- bands permits to reconstruct the original
image. The LL subband comes from low pass filtering in
both directions and is mostly like original image and so it is
called as approximate component. The remaining sub-bands
comes from the combination of low and high pass filter.
Components obtained using only high pass filters are called
as detailed components. LH preserves vertical edge details,
HL preserves haorizontal edge details and HH preserves the
diagonal details [5][6][7].

B. Arnold transform

The image encryption algorithms can be classified into two
kinds: One is; frequency-based method the other is spatial-
based method. The spatial-based algorithms are generally
achieved by altering pixel values or swapping the pixel
positions. Arnold transform commonly known as cat face
transform is an efficient technique for position swapping,
and widely applied to image encryption. Encryption
techniques also called image scrambling, produces an
unintelligible or disordered image from the original image,
therefore used to confirm the security and improve the
robustness of the steganographic scheme. Therefore the
secret image should be pre-processed before embedded into
the original image. The transform rearranges the position of
image pixels, and if it is done several times, a disordered
image can be generated. The special property of Arnold
Transform is that image comes to it’s original state after
certain number of iterations i.e. after iterating a certain
numbers it returns the same pixels position as before and
thereby produces the original image. . These’ number of
iterations’ are called ‘Arnold Period’ or ‘Periodicity of
Arnold Transform’. The periodicity of Arnold Transform
(P), is dependent on size of given image.

It is a one-to-one transformation applied on an image
of dimensions NxN, represented by the equation

G)=G 2)()modn

x,y)and (X, y) ={0, 1,2, cocoviiiiiniinnnane N-1}

where, A= (7}
The above equation rearranges each and every pixel
coordinates of the images i.e. realigns the pixel matrix of
digital image, where (X, y) is the location coordinates of
the original image pixels and (x’, y’) is the location
coordinates of image pixels that after transform. When all
the coordinates are transformed, the image we obtain is
scrambled image. N is the height or width of the square
image processed.
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Fig 4. Relation between size of image and period
Figures below represent the Arnold transform process
with 8x8 image. In Figure 5, Figure 5a is the original image,
with its matrix message in Figure 5b, and Figure 5¢-5h show
the matrix message from one to six-time Arnold transform.

3T 7w 110 =8 N iE
137 153 153 8B 153 1S3 IE
56 102 119 1 151 2 1D
o L T B

REy & i T a G
53 137 157 157 153 157 0%
EﬁEU I‘c ;EE :E] ;:t :i? :ﬂ‘l
(@) (b)

137 61 161 157 &0 LB 193 G
e B LS L S ]
119 a7 286 AT a7 258 10 183
F21 23F 286 J4T 365 2 24 B
It 87 IE] 26 ITD BT 2OE 13
193 B W EROIRT M OIVD b
I8 M4 119 138 136 2d 2163
IT0 87 IE1 102 4 20d IST 187

13T 280 IET 20 209 23F L3E LAY
18 O1ET M1 OLEF L3 I 36
B R N R e |
13T 1EF 28 EM LR 1B 25 1EY
1M 170 2% 151 255 285 11 I8
4 153 1T IET 1B IBF Q3% IS
FLOIT0 153 IBY 149 220 LI L&D

(d)
L3 265 IT0 204 118 26N 137 B18 187 137 ME b 106 I
1 51 LSF OL36 LBY IBT I ot b B - L R I b s | T
IR 238 18F 102 136 I Fe T L e S B 1 e D L b
183 221 1&7 2585 1&7 30 147 187 @5 MM f4 51 355 36

170 286 I8 BB B ITD 11D 66
218 116 b B 197 137 4 LG
= F21 153 137 11B IT0 153 IS

Bes 204 221 26E IBE 33k IBE G
LE" LE} LGX L87 LG} LG} 187 3G
L53 LB7 18" I53 IS 187 Z3E 187

MM 23R JES QGRS JRS 268 8L §T S o e O A T - |
(®) ()
137 153 163 I6E I5F BL LB 1E E I FE )= Y T -]

153 &H 26 55 187 IET 1M0 2i 137 153 151 288 IB¥ 1B% L&Y L&7
itg JRE G8E 1BE LET 1RT 119 1E 56 192 119 2d LB} 2pd L3 3]
IT0 4 363 E37 204 LET LET 10y Pod EE5 25 170 20% 238 25% 35
B30 137 163 163 L7 LET 2 2oy W ZMOEEL 2N IR M 2W% 3%
Fil 193 L Ine 1BF 298 W 2y 153 18T 51 2 I3 2 IEY 1S

1§ M4 11d 183 138 204 22 134 is3 187 187 1ET IB¥ 1E7 238 &
Bl M4 3GE J04 IES 233 I IE 04 2EE IE] 20d BT LTD BT 7D

) (h)

Fig. 5: Arnold transform process with 8x8 image

(b)

Fig. 6: Image before 20(60, 96) time Arnold transform
with cut original image

Figure 6a is the 128x128 original image. Fig. 6(b)-(d)
shows the image thorough 20/60/96 times Arnold transform.
Arnold transform based schemes have a common weakness
that image height must equal image width.

If one image iterates m steps to get scrambled state with
Arnold transformation, it can restore its image with the same
steps form the scrambled state by anti-Arnold
transformation [8-13].

N |2[3]4]5 [6]7]8]9 |1 |1 ]1]1]2]2 C. Alpha Blending
0 |1 1216|415 It is the way of mixing two images together to form a
Per | 314311 11181611315 111115 spqoimage. In this technique the decomposed components
:\(I)d 3122 g g 516 i 2 1 i 3 i g of the host image and the secret image are multiplied by a
2lolslolelolalol2]2121518 1 scaling factor and are added.
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It can be accomplished by blending each pixel from the
secret image with the corresponding pixel in the cover
image. The equation for executing alpha blending is as
follows,

Stego Image = k*(LL3) +g*(Secret Image) where, k and
q are scaling factors

The blending factor used in the blended image is called
the "alpha.”

Formula of the alpha blending extraction to Recover
secret image is given by

Secret Image = (Stego Image — Cover Image) /q [14-15].

D. Implementation

The following session describes the implementation of
the encoding and decoding process clearly. The encoding
process includes DWT, Arnold transformation, Alpha
blending, IDWT and Stego image formation. The decoding
process includes DWT, Arnold transformation, Alpha
blending, IDWT and Secret image formation.

1. Encoding Process

During encoding process the cover image and scrambled
secret image(i.e. with key) are DWT transformed and then
alpha blended. Next, IDWT was performed to reform the
stego image. This secure stego image was transferrred to any
communication media. The secret key and alpha blending

operation gives more security.
COVER-IMAGE SECRET-IMAGE

DWT SCRAMBLED SECRET- |, KEY
IMAGE
ALPHA-BLEND DWT

STEGO-IMAGE

Fig. 7: Encoding process(Existing Work)

1. Preprocessing both the cover image(N*N)
and secret image(N*N).

2. Perform 2-D discrete wavelet transform(DWT) of cover
image(N*N).

3. Apply private key with Arnold transformation on secret
image and get the scrambled secret image(scrambling
provides security and applying key further increases the
security level).

4. Perform 2-D DWT of the secret image image(N*N).

5. Extract the approximation co-efficient of matrix(LL)
and detail coefficient matrices LH, HL& HH of cover
image.

6. Next extract the approximation co-efficient of matrix
LL and detail coefficient matrices LH, HLand HH of
the scrambled image.

7. Apply alpha blending on cover image and secret image.
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8. Perform 2-D IDWT (Inverse discrete wavelet
transform) to form stego image.
1. Decoding Process
Sub-band Wavelet
Decomposition
LL LH,HL,HH
Bilateral Soft
Filter Thresholding
\—.Sub-band
Synthesis

Expected Cover
Image

[owr ] [omr o

Alpha Mixing

Inverse Arnold
Transform

Fig. 8: Decoding process (Proposed Work)

l—— Secret Key

1. Receive the stego image.

2. Perform 2-D DWT on the stego image and obtain
frequency components LL, LH, HL, HH.

3. Pass approximate coefficient LL through bilateral filter
and perform soft thresholding on other detailed
coefficients.

4. Synthesize the outputs after performing bilateral
filtering and soft thresholding and obtain required cover
image.

5. Perform DWT on recovered cover image and stego
image.

6. Apply alpha blending on wavelet transformed stego

image and cover image.

Take IDWT to obtain scrambled image.

8. Perform Arnold Transformation with key and get the
original secret image.

~

1IV. EXPERIMENTAL RESULTS AND
PERFORMANCE ANALYSIS

Implementation of the proposed method has been done
using Matlab R2007a.

Experimental Design: Mainly, five grayscale images:
Lena, Barbara, Goldhill, Peppers,each of 256x256 pixels
were arbitrarily selected, Barbara is originally taken of size
512x512 pixels and used as cover images. All the images
are resized to 512x512. However, the only reason for
choosing these images is being well-known and commonly
used in the areas of digital image processing, compression
and steganography. Additionally, the variables used to
evaluate the performance of proposed method are PSNR,
NCC, MSE, MD, SC. The experimental results are for only
binary text images (secret images). Bayes Shrink is used for
soft thresholding.
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TABLE-I COMPARISON OF VARIOUS QUALITY MEASUREMENTS

SECRET ALPH
COVER IMAGE PSNR MSE NCC MD SC
IMAGE A
1) Lennatiff
256x256 24.5116 5.5228e+00 0.9093 5.6843e-014 0.8285 0.06
Imagel.bmp 7
403%327
Name.bmp
2) Barbarapng 24.8025 5'250$e+00 0.9129 | 5.6843e-014 | 0.8357 0.06
512x512 403x327
3)  Goldhill.tiff Image2.bmp 5.2727e+00 ]
256256 403x327 24.7838 7 0.9069 5.6843e-014 0.8248 0.06
4)  Peppers.tiff 5.1200e+00
PEXE6 Image3.jpeg 245510 7 09158 | 5.6843e-014 | (o000 0.06
400x325
5)  Lenna.tiff 1.3807e+00 0.9530
256256 ImageL.bmp 30.5322 7 2:8422¢-014 | 9087 0.03
403x327
6) Barbara.png N4%n;i£2n;p 1.3125e+00 0.03
512x512 30.8231 7 09551 | 7.1054e-014 | 0.9130 '
7)  Goldhill tiff 2.8422e-014
256256 Image2.bmp 308044 | 131826400 | o951 0.9067 003
403x327
8)  Peppers.tiff 1.2800e+00 g
256%256 Image3 jpeg 30.5716 7 0.9567 5.6843e-014 0.9159 0.03
400x325

SUBJECTIVE RESULTS!

h

HELLO
MANISHA

Extracted Secret Image(Proposed Technique) Extracted Secret Image(Existing Technique)

I
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V. CONCLUSION AND FUTURE WORK

In the proposed technique it is tried to obtain the secret
image from stego image without having cover image,
considering secret image as noise. Complete work can be
seen as adding noise to cover image, and then using noise
removal technique to obtain secret image. This work deals
with secret images as binary text images, with text
particulary to be black. Experimental results shows that
there’s a trade — off between stego image and secret image
extracted. It is seen that as we increase the value of alpha,
stego image degrades but the secret image becomes more
visually acceptable. The information retrieved is of visually
acceptable form. Proposed technique reduces the
requirement to keep record of cover images for secret
information extraction. Otherwise for each information
received, the receiver should also have the cover images
saved with him, which he should recall everytime for each
information extraction. Although the results obtained with
previous technique were better, but the proposed technique
also fulfills the requirement of a steganographic system,
with a large advantage over it. In addition, there is a trade-
off between both steganographic capacity and stego image
quality. Hiding more data in cover images (higher capacity)
introduces more artefacts into cover images and then
increases the perceptibility of hidden data . Furthermore, it
is not possible to simultaneously maximize the security and
capacity of a steganographic system. Therefore, increasing
steganographic capacity and enhancing stego image quality
are still challenges. Future Work: Experiments can be done
for secret images not particulary be text. The work can be
extended for color images. One can further try to improve
the extracted secret image quality.
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