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Abstract - Cryptography enables all processes, transactions, and
communications to be safely performed electronically. Public key
achieve confidentiality and has the ability to create a digital
signature where as private key achieve confidentiality. Public key
Cryptography is an extremely active subject of research with
important applications in electronic commerce and internet
security. In particular key exchange is used in secure socket layer
protected communication and public key digital signature is used
to verify the malicious software. This paper explains a public-key
cryptography algorithm using chinese remainder theorem and
binary manipulations such as reverse, division, multiply and
addition of binary number etc.,. The security of the above scheme
is based on the difficulty of finding a specific solution of the
binary number. The chinese remainder theorem is used to hide the
technique mentioned above, before making the hidden sequence
of above to be transformed modulus. This algorithm has security
against any kind of forgeries.
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I. INTRODUCTION

"Cryptography” [1] derives from the Greek word Kkruptos,
meaning "hidden”. The key to hiding data is to devise a
hiding (encryption) mechanism that is very difficult to
reverse (i.e., to find the original data) without using the
decryption key. Usually, the harder it is to discover the
key, the more secure the mechanism. More generally it is
about constructing and analyzing protocols that overcome the
influence of adversaries. Applications of Cryptography
include ATM Cards, Computer Password and Electronic
Commerce etc., . There are different types of cryptography
algorithms like symmetric key cryptography, Asymmetric
key cryptography and hash functions.

In  Symmetric (also called "secret-key/private key")
encryption, the same key (or another key fairly easily
computed from the first) is used for both encryption and
decryption. It is implemented in two different ways block
cipher and stream cipher. A block cipher enciphers input in
blocks of plaintext where as stream cipher encrypts input in
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terms of individual characters. Some block cipher designs are
Data Encryption Standard (DES) [2], Advanced Encryption
Standard (AES) [3][4] are remains quite popular due to the
strong security but it is very difficult to implement in
practice.

The stream ciphers like Caeser’s Cipher, Transposition
Cipher, Substitution Cipher [5] are not secure but easy to
implement.

In Asymmetric (also called "public-key") Cryptography,
one key is wused for encryption and another for
decryption. Many popular Asymmetric Key (Public Key)
Cryptography [6] like the Elliptic Curve Cryptography
(ECC) [7] technique, which is more complex and more
difficult to implement due to the Elliptic Curve Discrete
Logarithm problem (ECDLP), Diffie-Hellman (DH) Key
agreement technique [8] also involves with large exponential
operation, the RSA algorithm [9] are based on long integer
decimal modular exponentiation using which computation is
difficult, slow speed and also its key generation is very slow.
The hash functions take a message of any length as input and
outputs a short, fixed length hash which can be used in
Digital Signature Algorithm (DSA) [10]. MD-4, MD-5,[11]
Secure Hash Algorithms (SHA) [12] such as SHA-0, SHA-1,
SHA-2, SHA-3 are some of the hash function cryptography.
The MD-4, MD-5 are easily broken but SHA is very difficult
to broken in practice.

The current trend towards security includes Quantum
Cryptography [13] and Message Authentication Code [14]
(MAC). The Quantum Cryptography is the use of quantum
systems to do cryptographic tasks. The most famous example
is Quantum Key Distribution (QKD) which uses quantum
mechanics to guarantee secure communication. It enables
two parties to produce a shared random bit string known only
to them, which can be used as a key to encrypt and decrypt
messages. The Message Authentication Code is similar to
Cryptography Hash Functions except that a secret key can be
used to authenticate the hash value.

A new Asymmetric Key (Public Key) cryptography
algorithm approach has been proposed, which uses only the
simple operations like conversion of decimal to binary,
binary to decimal, binary multiplication, binary division,
square root etc., this operations are easy to perform and
hence it operate faster and no need of high speed system
unlike in the other public key cryptography methods.

Il. IMPORTANCEOF CRYPTOGRAPHY

In a typical situation where cryptography is used, two
parties (A and B) communicate over an insecure channel.
A and B want to ensure that their communication remains
incomprehensible by anyone who might be listening.
Furthermore, because
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Aand B are in remote locations, A must be sure that the
information receives from B has not been modified by
anyone during transmission. In addition, it must be sure
that the information really does originate from B and not
someone impersonating B. Cryptography is used to achieve
the following goals [18]:

Plain Text Plain Text
Decimal Rep. Decumal Rep.
Binary Rep Binary Rep.
Binary Manip /) Binary Manip.(x.#)
Decimal Rep. Decimal Rep
PblicKey = ! b HteKey
(RTComp. (%  CipherText  \—¥ Inverse CRT Conp.

Figure 1: Encryption and Decryption by CRT

A. Confidentiality

To ensure data remains private. Confidentiality is usually
achieved using encryption. Encryption algorithms (that use
encryption keys) are used to convert plaintext into cipher
text and the equivalent decryption algorithm is used to
convert the cipher text back to plain text. Symmetric
encryption algorithms use the same key for encryption
and decryption, while asymmetric algorithms use a
public/private key pair.

B. Data Integrity

To ensure data is protected from accidental or deliberate
(malicious) modification. Integrity is usually provided by
message authentication codes or hashes. A hash value is a
fixed length numeric value derived from a sequence of
data. Hash values are used to verify the integrity of data
sent through insecure channels. The hash value of received
data is compared to the hash value of the data as it was sent
to determine if the data was altered.

C. Authentication

To assure that data originates from a particular party Digital
Certificates are used to provide authentication. Digital
signatures are usually applied to hash values as these are
significantly smaller than the source data that they
represent.

A major difference between the above methods and this
method is based on the fact that the decimal - binary - decimal
combination is used to encrypt and decrypt, no longer integer,
exponentiation is used to compute. This allows us to do
simple computation and utilize the Chinese Remainder
Theorem (CRT) in order to hide the above combination. This
algorithm is excellent with a higher efficiency and better
security.

I11. CHINESE REMAINDER THEOREM

This theorem [15][17] has been widely used in cryptography
and its applications, purely for simplifying some complex
computations, and some public-key cryptography systems
proposed recently based on this theorem. The main
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advantage of this algorithmis that it can hide the original
data and can be designed as a one-way limitation. It can be
described as follows: set ni, nz, ... ng are co prime and all
positive integers, let n=ninznz... ng so:

X = X1 mod ny

X =Xz mod n

X = Xk mod ng 1)

The set {0,1,2, ..., n-I} has a unique solution,

that is, x =) xiM;s; mod n, with M; = n / n; ,whiles; =
Mit(mod n), (i=0, 1, 2, ... , k).

A.MERITS

1. Itincreases efficiency in machine computation.

2. It reduces the space requirement for storage of data
because large numbers are converted into smaller ones
by linear congruencies.

3. Use of simple arithmetic operations such as addition,
subtraction, multiplication, division and hence execution
of MIPS is possible.

4. The computation process is very fast and hence it takes
less processing time.

5. It has some application in cryptography technique,

secure transmission of data and signals in military and
defense applications.

IV. DESCRIPTION OF ALGORITHMS

This algorithm utilizes [16] the easiness of binary
representation and manipulation problem as its limitation
and uses double keys A and B in the processing of
construction, then calculate S from i and j, where i = A mod
V and j=B mod V, before using chinese remainder theorem
to hide iandj to get a new value X, and apply some
modulus transformation to X to get X*.Thus, the security is
enhanced. Issue X* as public key while some related
parameters and S as private keys. Experiments exposes
that the speed of this algorithm is very fast in both encryption
and decryption. Besides, it is easy to generate a key, and
convenient for the software implementation.

The main steps of the generation of keys, encryption and
decryption are shown below:

A. The Generation of the Key (shown in below figure 2)

1) Choose two keys A, B and choose modulus V, U such that
V, U < 2™, (where m be the number of binary bits to
represent the plain text)

2) Compute i=Amod (V) ,j=Bmod (U) and S=v*i*
U+ul*j*v.

3) Choose a secret key M such that gcd(M*,M)=1 where
M=U*V and use Chinese remainder theorem to calculate X,
aiming at (in order to) hiding A and B into X, thatis:

X =Sor (vV*i*U + u*j*V) mod M

Public Key: (X, m)

Private Key: (A, B, i, j, v, V,ut,U)

B. Encryption (shown in below figure 3)

1. Generate the decimal number of the plain text by r
decimal digits.

2. Generate the corresponding binary value of taking
n-decimal digit at a time. The binary value should be
m-bits.
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Reverse the m-bits binary number which is generating in
step2.

Take a k-bits long binary number W which is the square
root of m-bit binary number and divide with m-bit binary
number (i.e) which is generated in step 3.

Represent the remainder in first u-bits and quotient in
next y-bits. If remainder and quotient are less than u and
y bits respectively then we need to add required number
of zero's in the left hand side (m =u +Y).

Convert the binary value generated in step 5 into decimal
equivalent value Z and multiply with the X.

i.e C=z*X
A B
=AmodV =BmodU

X = [-‘_-l:{-:i:E:U 1 u-l:;:i:;: \v} 1110d (\"*‘U}

Figure 2: Key Generation

Convert plain text to r decimal

v

Take n decimal digit and convert it
into m binary bit

v

Reverse the m binary bit

v
Divide with k binary bit value (W)
v

Represent remainder in u-bits and
quotient in y-bits

v

Convert binary value into decimal
equivalent (Z) and multiply with X
to replace in to cipher text

Figure 3: The Encryption Process

. Decryption (shown in below figure 4)

Convert the cipher text in to decimal equivalent (C) and
compute Z by using the equation, Z = v C mod (V).
Convert the binary number of the decimal equivalent
generated in stepl.

Take the last y-bit binary value and square it and add the
first u-bit binary value with the result, which gives m-bit
binary number.

Reverse the m-bits binary number which is generating in
step 3.

Convert the m-bit binary number in to n decimal digit
equivalent.

Convert the decimal number in to meaningful plain text
by combining r decimal digit at once.

V. LIMITATION
This algorithm is very simple in computation.

Retrieval Number: E0882112513/13©BEIESP

Journal Website: www.ijrte.org 87

International Journal of Recent Technology and Engineering (IJRTE)
ISSN: 2277-3878 (Online), Volume-2 Issue-5, November 2013

2. It uses two reverse operations to make the algorithm
more secured

3. Easy to Receive cyclic redundancy check at end users.

4. It will take less time for conversion and execution.

Convert cipher text into decimal
equivalent (C), and multiply with
v to determine decimal

Convert decimal value into binary

v

Take last y-bit and square it and
add first u-bit

v

Reverse the binary number

v

Convert binary value to decimal
equivalent

v

Convert r decimal digit to
meaningful plaintext

Figure 4: The Decryption Process

VI. CONCLUSION

Public Key Cryptography is used to accomplish few goals
like Data integrity, Confidentiality, Authentication etc., of
data which the sender sent to the receiver. Now, in order to
accomplish these goals various Public Key Cryptography
Algorithms are developed by various people. It has been
confirmed that the algorithms which are available at this
juncture are more or less difficult or complicated in
nature. Because those algorithms are used to maintain
high level of security against any kind of forgeries. Fora
minimal and medium amount of data those algorithms
wouldn’t be cost effective since those are not designed
for minimal and medium amount of data. The aim of this
work was to construct and implement a new algorithm to
address this issue so that we don’t have to apply those
algorithms (which are not cost-effective) to encrypt a
minimal and medium amount of data. Keeping this goal in
mind the proposed algorithm has been designed in a quite
simple manner but of-course not sacrificing the security
issues.
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