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Abstract—Cryptography is an imperative tool for protecting 

and securing data. Security provides safety and reliability. Genetic 

Algorithm (GA) is typically used to obtain solution for 

optimization and search problems. This paper presents application 

of GA in the field of cryptography. Key Selection in public key 

cryptography is a selection process in which keys can be 

categorized on the basis of their fitness, making GA a good 

candidate for key generation. Primary goals of our algorithm was 

to provide fast and improved performance results having practical 

and feasible implementation. GA correlates nature to a great 

extent and produce population of keys such that keys with higher 

fitness value is replicated often. Good Fitness function helps in 

exploring search space more efficiently and effectively while bad 

fitness function traps GA operating in local optimum solution and 

losing its discovery power. Pearson’s Coefficient of 

auto-correlation was used to calculate the fitness of keys. Ranking 

of keys was performed to find the best fit key. The private key 

generated cannot be derived from public key. The key samples 

satisfy gap and frequency test. Thus, purely random and 

non-repeating final keys were obtained by application of GA 

which increased the keys strength and security. 
 

Index Terms— About four key words or phrases in alphabetical 

order, separated by commas.  

I. INTRODUCTION 

GENETIC Algorithms (GAs) are adaptive heuristic search 

algorithms based on mechanics of natural selection and 

natural genetics. They belong to the class of Evolutionary 

Algorithms (EAs), which are used to find solutions to 

optimization problems using mechanisms based on 

biological evolution such as mutation, crossover, selection 

and inheritance. Cryptography is an imperative tool for 

protecting information. Public Key Cryptography (PKC) is 

an asymmetric outline that uses a pair of keys : a public key 

for encryption, and a private key for decryption. The fact that 

selecting key for the PKC is a selection process in which 

various keys can be categorized on the basis of their fitness, 

makes GAs a good candidate for the process to be followed 

for generating keys. The point which we intend to make in 

this paper is that if the quality of the random numbers 

produced to generate keys is good then the keys generated 

will always be purely random and non-repeating and hence 

increasing the strength of keys and security. 

The main idea behind GAs is to replicate the randomness 

of the nature where population of individuals adapts to its 
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surroundings through natural selection process and behavior 

of natural system. This means that survival and reproduction 

of an individual (i.e chromosome) is promoted by the 

elimination of unwanted traits.  

GAs produce a population in such a way that the trait 

which is dominant, that is has higher fitness value is 

replicated more likewise rest is rejected based on threshold 

which is then evolved by the iterative application of a set of 

stochastic operators like mutation, crossover, and selection. 

This is also the fundamental concept behind evolution in 

nature. Highest rank of key fitness signifies the better fitness. 

The results obtained for generating keys should be good in 

terms of coefficient of autocorrelation. The samples satisfy 

the tests including gap test, and frequency test. 

A simple GA makes use of following operators to transform a 

population into new population with better fitness : 

A. Crossover 

Crossover is a genetic operator that helps in joining two 

chromosomes to form a new  chromosome. The newly 

generated chromosome is called child which takes one part of 

chromosome from each parent. 

Number of crossovers depends on crossover-rate. Generally 

crossover rate is 2 to 5%. 

Number of Crossover = 
(No. of cells in a chromosome * No. of chromosomes * crossover rate)

200

 (1) 

Types of Crossover : 

Crossover can be classified into following types : 

1)  Single point crossover 

 In this type of crossover, only one crossover point is 

chosen to generate new child. 

 
Fig. 1. Single Point Crossover 

2) Two point crossover 

This type of crossover involves selecting two crossover 

points to generate new child. 

 
Fig. 2. Two Point Crossover 

3) Uniform crossover : In this type of crossover bits of child 

are uniformly taken from both the parents. 
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Fig. 3. Uniform Crossover 

B. Mutation 

Mutation is a genetic operator which changes one or more bit 

values in a chromosome. It is performed on a child after 

crossover which  guarantees the entire state-space will be 

searched. Its performed infrequently (depending upon 

probability of altering a cell in a chromosome). 

Number of Mutation = 

 
(No. of cells in a chromosome * No. of chromosomes * mutation rate)

200    (2) 

 

Fig. 4. Mutation 

Types of Mutation : 

1) Flipping of Bits : It involves selecting one or more bits 

of chromosome and inverting it. 

2) Boundary Mutation :  It involves randomly replacing 

chromosome with either lower or upper bound. 

3) Non-Uniform Mutation : It is used to increase the 

probability that amount of mutation will go to 0 with the next 

generation. 

4) Uniform Mutation : A chosen chromosome cell is 

replaced with a uniform random value whose range is 

selected by user. 

5) Gaussian Mutation : It involves adding a unit gaussian 

random value to a chromosome cell. 

C. Selection 

Selection is the stage of a GAs in which individual 

chromosomes are chosen from a population for 

recombination (or crossover).The chromosome with higher 

fitness value will be considered better. 

Classification of Selection : 

1) Roulette-wheel Selection 

 If procedure is repeated until there are enough selected 

individuals. 

2) Stochastic Universal Sampling 

 If instead of a single pointer spun multiple times, there 

are multiple, equally spaced pointers on a wheel that is 

spun once. 

3) Tournament Selection 

 It refers to repeatedly selecting the best individual of a 

randomly chosen subset. 

4) Truncation Selection 

 It involves taking the best half, third or another 

proportion of the individuals. 

Population Size : The  population size remains constant from  

generation to generation. Determining the size of the  

population is a crucial factor. Too small population size 

increases the risk of converging prematurely to a local  

minima. Initial Population can be determined by randomly or 

using some heuristic. 

Fitness Function : The fitness function plays a very important 

role in guiding GA. Good fitness functions will help GA to 

explore the search space more effectively and efficiently. Bad 

fitness functions, can easily make GA get trapped in a local 

optimum solution and lose the discovery power. Fitness 

Function can be classified as Constant fitness function and 

Mutable fitness function. 

II. LITERATURE REVIEW 

This work proposes application of GA in the field of PKC 

which is an essential component of information security. The 

work makes an attempt to explore the key generating process 

for PKC to be unique and non-repeating by exploiting GA 

thus making PKC more secure as par to AES and DES. 

To get an idea of the previous attempts made in this field, 

research papers have been studied and analyzed. In one of the 

work, GAs is used for searching the key space of encryption 

scheme [1]. In this work, cryptanalysis of vigenere cipher is 

done using GA. Another work proposes key generation using 

GA and deals with only vernam cipher [2]. 

Computer Scientist in the field of information security and 

privacy will be curious to investigate the role of GA in 

cryptography. 

The concept of GAs has been highlighted in detail in one of 

the thesis, GAs in Cryptography by Bethany Delman [3]. In 

another work, key based bit level Cryptography is done using 

GA [4] consisting of two levels. In this Bitwise XOR 

operation is performed which is followed by Genetic 

Crossover and Mutation. 

The primary goals of this work were to provide improved 

performance and to determine the validity of GA-based 

approach in the field of cryptography. Currently another 

work concerning PKC using neural network and GA is also 

been carried out. The present work is an essential part of 

bigger perspective work. 

III. ALGORITHM FOR PUBLIC KEY 

CRYPTOGRAPHY USING GENETIC ALGORITHM 

Step 1. Initial Population Generation : A GAs begins with a 

randomly generated set of individuals which is called initial 

population. Initial population array having values of 192 bit 

each respectively. Each bit is randomly assigned 0 or 1 bit 

value corresponding using a random generator function. If 

value obtained from generator is greater than 50 then bit 

value 1 is assigned otherwise 0 is assigned. Cell size of 

chromosomes depicts the key length. All 192 bits of 

chromosomes cell values are randomly assigned. 

Size of initial 2D population array depends on value of 

MAX_POPULATION which is defined as macro. 

Data Structure used : initPop[MAX_POPULATION][192], 

finalPop[MAX_POPULATION][192]. 

Step 2. Calculation of Chromosome Number and Threshold 

Check : Each chromosome should meet a threshold standard. 

This means that above average chromosomes should have 

more copies in the population, while below average 

chromosomes are subjected to extinction based on threshold.  
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For each chromosome, a number is calculated, if its found to 

be greater than threshold then the corresponding 

chromosome is selected otherwise rejected. This threshold 

check is also performed in later stages. 

Step 3. Now the GA enters a loop. At the end of each 

iteration, a new population is produced by applying a certain 

number of stochastic operators to the previous population. 

Each such iteration is known as a generation. 

Step 4. Selection and Crossover : First a selection operator is 

applied, in which  two parents are selected randomly from 

initial Population. The selected parents are used to produce 

the individuals for next generation through the application of 

crossover operator. 

For binary string individuals, one-point ring crossover, 

two-point, and uniform crossover are often used. To apply a 

crossover operator, parents are paired together using 

one-point Ring Crossover. The Two parents are combined in 

the form of ring and a random cut point is generated. With 

reference to this cutting point, one of the children (C1[ ]  

array) is created in the clockwise direction, while the other 

one (C2[ ]  array) is created in anti-clockwise direction, as 

shown in Fig. 5. Every position of the child must retain a 

value found in the corresponding position of a parent, and the 

child must be a valid permutation. After Crossover, threshold 

check is performed. 

 
Fig. 5. Ring Crossover 

 

Step 5. Mutation : Next, apply the mutation operator in which 

a child is randomly changed from what its parents produced 

in crossover. Number of Mutation is calculated using (2). 

Thus, Number of Mutation = (192 * 200 * 0.5) ÷ 200 = 96 

Note : Sample space taken to be 200 and Mutation rate taken 

as 0.5%. 

For each mutation, select bit number to be modified using 

random number function : rand()%192 (so one bit is only 

selected and flipped between 0 and 1). 

Threshold check is performed after mutation. 

Step 6. Fitness of key Calculation : Repeat the above 

mentioned steps until the final population array gets full. 

Chromosomes in final population are arranged according to 

their fitness values and the chromosome with the highest 

fitness value is selected. 

Fitness value is calculated using following steps : 

1) Calculate Shannon Entropy ( H(X) )  by comparing the 

percentage of randomness of bits in finalPop[][] against 

initialPop[][] array using the formula : 

H(X) = - (p * (log2(p))) - ((1 - p) * (log2(1 - p)))  (3) 

where p denotes percentage of randomness of finalpop[i][j] 

from initialpop[i][j] i.e. degree of movement from each bit. 

2) Calculate Chi Square value against Shannon Entropy of 

each finalPop[][] array sample using the formula : 

X2 = (observed_H - expected_H)2/(expected_H) (4) 

 
Fig. 6. Flowchart 

 

3) Calculate the Coefficient of Auto-correlation 

(Phi-coefficient) of finalpop[][] against initialpop[][] array. 

2 = X2 ÷ n, where n is sample space (n = 200). (5) 

This coefficient of auto-correlation serves as fitness 

function and is used to find best fit random key. 

Step 7.  Ranking of Chromosomes based on Phi-coefficient 

: Calculate Ranks of chromosomes in finalpop[][] array based 

on Phi-coefficient and store the index of chromosome with 

maximum rank in MAX_RANK variable which serves as 

rank of maximum fit chromosome. 
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Step 8. Public and Private Key : Thus, chromosome with 

maximum fitness value serves as 192 bit key. This algorithm 

is run two times to get private and public keys respectively. 

 
Fig. 7. Pseudo-code 

IV. RESULTS AND ANALYSIS 

Degree Movement (DM) is calculated to depict the 

randomness of bit observed in final population against initial 

population. The implementation proposed generates good 

random sequences of keys and it is observed to have low 

running time . Index value is used to represent weights of 

equivalent position of bits. It is used for calculating expected 

value of chromosome whereas DM is used to calculate 

observed value. Percentage of Randomness is denoted by p. 

Observed Shannon’s Entropy (H(X)) is calculated by 

comparing the percentage of randomness of bits in final 

population with respect to initial population array using 

formula (3). Expected Shannon’s Entropy is given by H(X) 

for p = 0.5 (when binary key consists of equal 0’s and 1’s). 

Next, Chi-Square value is calculated against Shannon’s 

Entropy of each chromosome in final population using 

formula (4). Statistically, coefficient of correlation gives a 

better idea of the relation between the items. Thus, coefficient 

of auto-correction (Phi-coefficient) is calculated using 

formula (4). The chromosome with maximum value of 

Phi-coefficient gets Maximum Rank and is taken to be as the 

best fit key. GAs co-relates the nature to large extent and 

produce a population in such a way that the trait which has 

higher fitness value is replicated more. 

The chi-square test is used to determine whether there is a 

significant difference between the expected frequencies and 

the observed frequencies in one or more categories. Do the 

number of individuals or objects that fall in each category 

differ significantly from the number one would expect. 

Steps for Chi-square Test : 

1) Find observed frequencies 

2) Find expected frequencies 

3) Find the chi-square value using formula : 

4) Find the degree of freedom. 

5) Refer Chi Square Table for value. 

6) If calculated chi-square value is equal to or greater than 

the value in table, reject the null hypothesis : differences 

in data are not due to chance alone. 

Gap test counts the number of digits that appear between 

repetitions of a particular digit. It examines the length of gaps 

between occurrences of sample values and determines  

the length of consecutive subsequences with samples not in a 

specific range. Steps for Gap Test : 

 

 

 

 

Table I 
Observed (d1) and Expected (d2) Values for 8-bit key sample 

 
The above table depicts calculation for 8-bit key length while in practice 192-bit key length was calculated and analyzed. 

 

Table II 

Chi-Square Test Results for 192-bit Key for 10 Sample space 

 
The above table is illustration for Chi-square test for 192-bit key. In practice the test was carried on 200 sample space. 
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1) Specify the class df for the theoretical frequency 

distribution based on the selected class interval width. 

2) Arrange the observed sample of gaps in a cumulative 

distribution. 

3) Find D, the maximum deviation between F(x) and S(x). 

4) Determine the critical value, D() for the specified 

value of  and the sample size N. 

5) If the calculated value of D is greater, then null 

hypothesis of independence is rejected. 

The frequency test results are shown in Table 1 and Table 2. 

Here chi-square test is applied on the random keys produced 

after running the program. Sample with maximum rank was 

found to have value 0.054 and Observed Chi-square was 

found to be 0.11 which was observed to be in acceptable 

range (i.e. below 6.63) according to chi-square table for 

 = 0.01. 

In Gap Test, all 200 sample were found to be unique and 

non-repeating possessing no relation of next random number 

with previous one. Security Services incorporated  : 

1)   Confidentiality : It is used to protect identifiable 

information from forced disclosure to prevent its 

malicious use. Encipherment is done using the proposed 

algorithm. 

2)   Data integrity : No data modification confirmed that the 

information can only be accessed or modified by the 

authorised users. It is done using Digital Signatures. 

3)   Authentication : It gives the ability to know the identity 

of a user, without saying anything about the access 

rights of the individual. 

4)   Non-repudiation : Neither sender nor the recipient can 

deny later from sending or receiving the message 

respectively. It can be achieved using digital signatures. 

V. CONCLUSION 

The work has been implemented using C++. 192 bits random 

Public and Private key were generated. Public and Private 

Key Samples have been collected and analyzed in Microsoft 

Excel. In the analysis, population of 200 chromosomes were 

considered and were found to be randomly generated as 

proposed such that for each loop an entire new population is 

observed. Analysis was done for various sample values of 

keys generated which included frequency test (chi-square 

test) and gap test to check the nature of randomness and 

replication of chromosome, satisfactory results were 

obtained. In Gap Test, all 200 sample chromosomes were 

found to be unique and non-repeating possessing no relation 

of next random chromosome of keys with previous generated 

one. 

Threshold check was also performed after crossover and 

mutation steps which was a deciding factor for the acceptance 

of chromosome generated throughout the process. This 

process  is stopped when a given termination condition is 

met. Roulette Wheel Selection was applied which resulted in 

the replication of favorable data, thus making the population 

fitter. Ring crossover was applied and the rate of mutation 

was taken as 5%. 

Fitness of keys was found using Pearson’s coefficient of 

auto-correlation followed by ranking using phi-coefficient 

which decided the best fitness and has been verified from 

results. Results were analyzed even for large number of 

chromosomes > 200. The results have been compared with 

the standard results and were found to be in accepted and 

satisfactory range after verification. Coefficient of 

Correlation is found to be satisfactory, random chromosome 

is selected which is taken as key for PKC. 

The primary goals of this work were to produce better and 

fast performance results and to determine the validity of 

typical GA-based methods in the field of cryptography. Thus 

from statistical analysis of results, final keys obtained from 

GA were observed to be purely random and hence increasing 

the strength of keys and security. 
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