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Abstract: In unattended areas, the wireless sensor network is 
deployed and the nodes are always open to attacks. An adversary 
can capture a node and can deploy many nodes, which are clone 
of the captured, in the network called clone node or replicated 
node by using the credential information retrieved from captured 
node. These clone nodes can damage the network directly or 
indirectly. This attack is called node replication o attack or clone 
node attack. In this area, so many works are introduced and all of 
these methods use a random key or code, or location information, 
to detect clone nodes. This paper presents a method that does not 
use any of this information. The simulation results show that it 
performs better than previous methods. 

Keywords: Clone Node or Replicated Node, Computational 
Overhead, Detection Probability, Storage Overhead, WSN 

I. INTRODUCTION 

A set of nodes is deployed randomly in an area and 

these nodes form a network called wireless sensor network. 
These nodes collect information from their sensing area and 
pass this information to the network node called sink node. 
Sink node is the only node capable of communicating with the 
outside world. The size of sensor nodes is too small and has 
limited data processing, computing and memory capacity. 
Each sensor node has a sensing and transmission range which 
varies for different type of nodes. The wsn has many 
applications including battlefield monitoring, machine 
monitoring, industrial and consumer monitoring [1].  

Several types of attacks affect WSN. The attacks can be 
classified into two–layer-dependent and layer-independent 
[2] [3]. An attack may occur from outside the network and 
inside the network. External attackers are not part of the 
network, but internal attackers are residing within the 
network and attacking the network with analyzing the 
network. One of the layer-independent attacks is clone attack 
or node replication attack. Sensor node hardware is not 
resistant to manipulation. The attacker physically captures a 
sensor node and extracts data such as node id, replicates 
more nodes with this credential information, and returns to 
the network. These clone nodes can cause lots of network 
damage. Clone nodes can affect the integrity of the network 
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as well as the data transmitted. Two types of methods are 
already being developed to detect clone nodes-centralized 
and decentralized. Centralized method is not commonly used 
due to a single center failure. Here the base station is given 
full responsibility. The base station or sink collects 
information from the network and processes this information 
to identify clone nodes. So the entire detection technique 
depends on the base station. If the base station fails, the 
entire detection technique fails. The next section deals with 
literature survey followed by deployment in section 3. The 
algorithm and probability analysis are described in section 4 
and section 5. Simulation and results are included in section 
6. Conclusion and future works are described in section 7. 

II. LITERATURE SURVEY 

Parno et al [5] described a centralized detection 
technique where each node sends a message with its 
neighbors and its location to sink and sink detects the 
replicated node based on this information. Brook et al [6] 
proposed a scheme based on random key pre distribution and 
bloom filter. In this method a node randomly choose one key 
from the set of keys and uses bloom filter to collect the key 
usage statistics. The usage time of key is restricted within a 
threshold and if it exceeds it becomes a clone node. It is also 
a centralized detection method. The main drawback of this 
method is high false negative and false positive. 

A distributed detection method is introduced by Parno et 
al[5] called deterministic multicast(DM). Here witness 
nodes have the responsibility of detecting clone node. Nodes 
send its location claim to witness node, if witness node 
receives two location claims with same id and different 
locations is considered as clone nodes. The witness nodes 
are fixed in DM, so an adversary can attack witness node 
also. Parno et al [5] also proposed two more detection 
algorithms RM and LSM. In RM the witness nodes are 
randomly selected and location claims are sent to these 
randomly selected nodes. In LSM each forwarding node 
stores the location claims so the detection is faster compared 
to RM. Zhu et al [7] proposed two variations of LSM: SDC 
and P-MPC. The network is considered as cell in a grid and 
each node is associated in any of the cell. The broadcasted 
location claim is used for verifying the validity of the 
signature. Here every node decides whether to pass this 
claim. This algorithm uses geographic hash function to 
identify destination cell. After reaching the destination cell, 
the sensor receiving it verifies its legitimacy. This method 
improves detection probability over RM and LSM. But it is 
also location dependent. M. Conti et al [8] introduced RED 
which executes routinely at fixed 
intervals of time.  
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Every run of the protocol consists of two steps. In first 
step, a random value, rand, is shared between all the nodes 
through base station. The second step is called detection 
phase. In the detection phase, each node broadcasts its claim 
(ID and location) to its neighbouring nodes. The witness 
nodes will be different at different phases of execution. This 
method requires less memory and has high detection rate. 
This method also depends on location. A. K. Mishra [9] 
introduced a new method called zone based node replica 
detection scheme which divides the network into several 
zones and each zone has a zone-leader, which has the ability 
to detect replica nodes in the network. In this protocol 
detecting mechanism is done at two levels. The first level is 
called intra-zone detection and second is inter zone 
detection. When an intruder replicates the zone-leader, the 
wireless network will be compromised. Kwantae Cho et al 
[10] proposed solution uses neighboring node IDs, instead of 
location information, in order to detect replicas. Neighboring 
node IDs are presented with a constant size using a bloom 
filter. This solution used neighbors IDs to detect clone 
nodes. Neighboring node IDs are represented with a constant 
size using a bloom filter. The bloom filter output (BFO) act 
as a proof and is distributed to randomly selected nodes. The 
method Randomized Distributed Bloom filter using 
–Replica (RDB-R) scheme is efficient to a certain extent in 
which it is not depend on deployment strategy, so no need of 
attaching GPS. So which highly reduces the sensor node 
cost, provide comparatively better communication overhead. 
But still the detection level and memory overhead is a 
problem. Zhiming zhang et al. [11] describes a method 
called TDS with orthogonal code which does not require 
location information, but require more storage and 
computation cost for calculating orthogonal code. Chia Mu 
et al [12] Vandana Mohindu[13] describe entirely different 
technique based on sensing and authentication to detect 
clone nodes. H Choi et al [15] uses set operations such as 
intersection and union to detect clone nodes. It employs 
hierarchical structure to compute non overlapped set 
operations. The nodes are in two modes Ruled or Ruler. The 
set membership is used to detect clone nodes. K wantae Cho 
et al [16] classifies all clone detection in static and mobile 
WSN as centralized and distributed. Sathish et al[17] 
modifies RED with dynamic witness nodes. Farah et al [18] 
proposed MCD( Mobile Assisted Clone Detection) where 
mobile and static sensors are used simultaneously. Sachin 
Lalar et al [21] explained a binary search tree based network 
and its clone detection. Here BST is constructed by using 
node ids. Resources are limited in WSN and need to be 
efficiently used as explained in [23][24]25]. 

III. PROPOSED METHOD 

We propose a method, Low Computational overhead and Low 
Storage overhead (LCLS), to detect the clones in WSN. Here 
each cluster head is aware of nodes within the cluster. Say N is 
the number of nodes in a cluster. Cluster 

 
Fig. 1 Deployment of heterogeneous wireless sensor 

network 

head stores a list of size N, the list is initialized to zero. The 
cluster head calculates i=id mod N and sets A[i] to A[i]+1. 
This calculation is done for all nodes. Then the total sum of 
all value of the array is equal to number of nodes in the 
cluster. The cluster head sends a hai message to all its nodes 
and all the nodes respond by sending a hello message. This 
hello message contains node id. Each cluster head have 
additional temporary list B[] of size N which is initialized to 
zero. After getting hello message, cluster head calculates 
j=id mod N and sets B[j] to B[j]+1. Cluster head compares 
A[] and B[] and if there is change then there exist clone node. 
If the difference occurs at ith position of the list, first identify 
the nodes which have been mapped to ith location of the list. 
The difference is below threshold Ti then the cluster head 
sends an alarm message indicating the suspicion of clone 
nodes to its entire neighboring cluster heads. If there is any 
other problem with these nodes in other cluster it alarms the 
network with node ids and these nodes are removed 
immediately. If the difference is above threshold Ti, it 
immediately removes that set of nodes and informs its 
neighbors about the suspected node ids. 

AT CLUSTER HEAD- DURING DEPLOYMENT 
Step 1. Initialize a list A and Suma to zero 

 A[] 0,Suma 0 

 
Fig. 2 Node id to list mapping 
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Step 2. Identifies the nodes in the cluster and id mod N 
Step 3. A[i] A[i]+1 
Step 4. If receives a sleep signal from node k j k mod N 
A[j] A[j]-1 
Step 5. Repeat step 2 – 4 for all nodes 
Step 6: For i 0 to N-1 

Suma= Suma+A[i] 

AT CLUSTER HEAD- FOR DETECTION 
 Step 1: Set B[] 0, Sumb 0 
Step 2: For each node k in the cluster 
 Step 3: j k mod N 
increment B[j] 
 Step 4: For i 0 to N-1 

Sumb= Sumb+B[i] Step 5: If Sumb 6= Suma 

 For i 0 to N-1 
If A[i] 6= B[i] 
If B[i] –A[i] < Ti send an alert message to all clusters 

Else 
Discard all nodes that mapped to A[i] from the net-work. 
This proposed method only requires a simple list and 
mapping function to detect clone nodes. It does not require 
any complex calculation. In this method there is no need of 
any extra code or any other data structure such as bloom 
filter to identify the clone node. In the previous works they 
stored a secret key or code for each node or otherwise 
location information is required. These are not required here 
and hence this method does not require any location service. 

Fig. 3 Proposed Method 

Figure 3 shows an instance of the LCLS algorithm. 
Cluster X, with seven nodes, initializes its list A and 
calculates Suma by collecting messages as shown in figure 3 
(a). The cluster x calculates list B and compares each value 
with list A. when the difference between B and A exceeds a 
certain threshold, alert message is passed to neighboring 
clusters. The clusters remove all nodes mapped to that 
particular location. Node with ID 1345 is replicated in 
cluster x as shown in figure 3(b). The list A and B are 
compared and alert message is passed to neighboring 
clusters. The time complexity of this proposed LCLS 
algorithm is directly proportional to the size of list. The size 
of list is determined based on number of nodes in a cluster. 
So the complexity of computation is O (N) where N is the 
number of nodes in the cluster. This algorithm is executed in 
all clusters and C is the number of clusters in the network. 
Total computational complexity, T = O (C*N). The 
communication overhead of the proposed algorithm depends 
on the degree of a node. Once a cluster head identifies a 
clone node, this information is passed to all immediate 
cluster head. The cluster heads remove such nodes from its 
node list. The cost of communication and storage is 
compared in the table 3.1. 

 

Table 1 Comparison of communication and storage cost 

Algorithm) Communication Cost Storage Cost 
RM[14] O(n) O(n) 
LSM[14] 
Random Key 
Distribution[10] O(log n) O(k) 
RED[17]] 
TDS[12] O(d) O(d+M) 
Proposed -LCLS O(d) O(N+d) 

4.1 Probability of Hash Collision 

Given k randomly generated values, where each value is 
a non negative integer less than M. We want to find the 
probability that at least two of them are equal. We can 
calculate it in a reverse manner, by finding the probability 
that is all equal. This can be subtracted from 1; we will get 
answer to the original question. Given a space for M possible 
hash values and we have picked one value. Then there are 
M-1 possible values that are unique from the value we 
picked. The probability of randomly generating two integers 
that are unique from each other is (M-1)/M. Generally, the 
probability P of randomly generating k integers that are all 
unique is 

https://www.doi.org/10.35940/ijrte.c7206.0911322


 
Clone Node Detection in Heterogeneous WSN with Low Memory Overhead 

24 

Published By: 
Blue Eyes Intelligence Engineering 
and Sciences Publication (BEIESP) 
© Copyright: All rights reserved. 

Retrieval Number: 100.1/ijrte.C72060911322 
DOI: 10.35940/ijrte.C7206.0911322 
Journal Website: www.ijrte.org  
 

P                                 (1) 

For large k the above expression is approximately equal 

to  This expression gives probability that all are 
unique. So probability of collision is 

P                                                   (2) 

IV. RESULTS AND DISCUSSION 

We considered a 500 x 500 area and deployed 200 category 
2 nodes and 100 category 1 nodes. Only static sensors are 
considered. If the sensing and transmission range is set to 
.5m and each node can detect an area of 0.523m2 

 
5.1 Clone Detection Probability 

The clone nodes are deployed by the attacker in the network, 
which are to be identified and removed from the network. 
The clone nodes can introduce different types of problems or 
attacks in the network. The detection probability P is 
calculated in this proposed method as average of P in 
different execution. 

 P  (3) 

It is found that the proposed method identifies clone nodes 
faster than TDS. The detection probability is compared in 
figure 4. 

 

Fig. 4. Detection Probability 

5.2 Storage Overhead 

In this section, we compare the storage overhead with 
TDS. Storage overhead is calculated based on extra memory 
requirement of the algorithm, or extra code or information 
required. Storage requirement for each algorithm is very 
much important in wireless sensor network because of the 
constraint in the memory. The TDS method uses orthogonal 
matrix and we know that the orthogonal matrix is calculated 
recursively. Our proposed method uses a single list equal to 
the size of number of nodes. For a sensor network with 100 
nodes, to generate orthogonal code, TDS need a matrix of 
128x128. Thus, the total memory requirement is 128x128, 
which is 16,384bytes. Each node would store a code of size 
128bytes. This code is used for communication. But LCLS 
doesn’t require any code or extra data. Moreover, it 

consumes only N bytes at each cluster head where N is the 
size of cluster. 

 

Fig. 5 Storage overhead 

We simulated LCLS with different number of sensors 
and different cluster size. The number of sensors varied from 
400 to 900 and average cluster size is taken as 20, 30 and 40. 
The result obtained is shown in figure 4. We can see that as 
cluster size increases the size of memory required per cluster 
head decreases. 
 

Fig. 6 Effect of change in number of nodes on storage overhead
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The figure 6 explains the extra storage space required by 
clusters with varying nodes. To investigate this, we have 
executed the simulation for 50 times with N=20, N=30 and 
N=40. The type 1 sensors are varied from 400 to 600 and 
type 2 nodes from 50 to 250. The storage overhead ( in byte) 
at cluster head of the network is independent of type1 and 
type 2 nodes, but depends on the number of nodes per 
cluster. 

5.3 Computational Overhead 

The proposed method requires each cluster head to compute 
the list from the received messages from nodes. Figure 7 
compares computational overhead of proposed method with 
RDB-R and TDS. The computational overhead is calculated 
with 500 total nodes and varied the number of clone nodes 
from 20 to 45. According to De Meulenaer et al. [14], the 
energy required per clock cycle is 0.0032 J. 
ECP = E ∗  Clock Cycles                                        (4) 

ECP is computational overhead and E is energy required per 
clock cycle. Here in our proposed method each node to send 
its id to cluster head which require two bytes of data and 460 
clock cycles are required to transmit one byte ( Soderlund et 
al.[19]). ECP= 2.994 J. This method requires only simple 
mode calculation which requires less computational 
overhead. 

 
Fig. 7 Computational overhead comparison 

V. CONCLUSION 

In this paper, we introduced a novel method, LCLS, for 
detecting and removing clone nodes in WSN. The proposed 
method finds clone nodes in a distributed manner without 
using location information or any other extra code for nodes. 
LCLS method is simulated and results are compared with 
RDB-R [10] and TDS[11]. Extensive simulation is carried 
out and the results show that LCLS have high detection 
probability, less computational overhead and storage 
overhead. In future, the proposed method may be extended 
to find a clone node communicating with cluster nodes from 
outside the cluster areas. 
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