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  Abstract: Radio frequency identification technology is one 
of the fastest-growing technologies in the realms of navigation, 
medical, robotics, communication system, logistics, security, 
safety, etc. Surveillance is one of the important fields where high 
accuracy and fast response are needed. In this research work, 
RFID sensors are used to track moving objects with an intelligent 
supervision model. The sophisticated surveillance model employs 
neural networks followed by an adaptive filtering technique 
based on an Unscented Kalman filter. A neural network is also 
one of the most efficient and powerful technology in the field of 
learning and data processing capability. A neural network has 
the capability of processing a mammoth amount of data because 
of this feature its efficiency and accuracy are quite high. This 
model localizes N number of objects/targets through an 
intelligent surveillance model, picks a random object from this 
pool of localized objects to track, categorizes their movement 
through a controlled checkpoint, and calculates the distance 
traveled by the moving object /target. Experimental results show 
that the proposed model can locate multiple-objects with the help 
of multiple input RFID antennas and tags and track them 
concerning to the RFID antennas with high accuracy and 
stability in the complex indoor environment and this intuitive 
model can be effectively implemented at the airport, railway 
station, shopping mall, retail management, as well as any other 
surveillance purpose. For this research work number of authors 
work, is reviewed and based on literature review this model is 
designed. 
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I. INTRODUCTION 

  Artificial Intelligence is one of the fastest-growing, 

efficient, and potential emerging technologies because of its 
efficiency and ability to perform extraordinarily. In this 
proposed work, an AI-based intelligent surveillance model 
is designed using CNN and UKF with the help of UHF 
RFID sensors.  
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RFID is one of the admired and latent promising 
technologies in the turf of wireless sensing technology, 
communication system, confidentiality, and security because 
of its characteristics such as low power consumption, no line 
of sight requirement, cost-effective, fast identification, high 
precision made quite suitable for the surveillance of mobile 
objects in the indoor tracking scenario [1]-[7]. The idea of 
RFID localization traditionally relied on range-based 
mechanisms like time of arrival (TOA), time difference of 
arrival (TDOA), received signal strength indicators (RSSI), 
etc [8]-[9]. Their accuracy, however, does not match the 
requirements of the real-life environment. These traditional 
range-based approaches are limited in their capabilities to 
fully utilize data and localize massively deployed RFID 
tags. Due to the lack of ability to perform deep learning, 
with traditional fingerprinting-based algorithms, datasets are 
inherently clattered, making them inefficient. As a result, 
positioning accuracy can no longer be improved. In recent 
times, fingerprinting-based indoor localization has become a 
promising technology. The fingerprint database contains 
thorough measurements of the scene, and then to determine 
the position of an object, updated measurements are 
gathered and evaluated with data in the database. Several 
approaches to RFID localization have been presented that 
uses RSSI measurements to evaluate fingerprinting [10]-
[12]. In this intelligent surveillance model, CNN is used 
because of its high precision and stability in real-time, 
multifarious indoor localization, also CNN has the 
capability of extracting and processing a bulky amount of 
data as well as training fingerprint features. With the help of 
the most popular and efficient UKF [13]-[16], this 
intelligent surveillance model has been designed. The 
conceptual model of the AI-based intelligent surveillance 
model is shown in figure 1.  

 
Figure-1: AI-based Conceptual Intelligence Supervision 

Model 
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Specifically, this research paper comprises RFID-based 
localization and the proposed intelligence model techniques 
in section II, the simulation results of this intelligent model 
are shown in section III. Finally, this proposed work will be 
wind up in segment IV. 

II. CONCEPT OF AI-BASED SUPERVISION 
TECHNIQUES 

A. UHF RFID Based Localization 

1.  The RSSI Measurement Model 

A UHF RFID propagation model is presented in detail in 
this model. This logarithmic model can visualize the rapport 
between signal reception strength and distance of 
transmission. According to this model, the acknowledged 
power at a distance d [17] is   

PL (d) = PL (do) + 10 n log (d/do) + 𝑿𝝈            (1) 

In this equation, d represents the remoteness between the 
reader and the tag, do represents the reference distance, PL 
(d) describes the free space path loss and n represents an 
exponent of path loss.  𝑿𝝈 represents a Gaussian random 
variable with zero mean and variance σ2. The power is 
uttered in dBm and the distance in meters. 𝑿𝝈 is also known 
as shadow fading. The RSSI is given by  

Pr (d) = Pt – PL (d)                                    (2) 

Where Pr (d) denotes the acknowledged power from the tag 
by the RFID reader at distance d, Pt denotes the transmitted 
power from the transponder [17]. 
The RSSI obtained by the reader is 

PL (d) = Pt – PL (do) - 10 n log (d/do) + 𝑿𝝈.
      (3) 

 
The strength of signal is measured by log-distance model of 
the reference RFID reader and an object. 
  Now, assume x and y be the location of the target along the 
horizontal axis and the longitudinal axis respectively. For 
simplicity velocity and acceleration of the target are omitted. 
𝒙(𝒕𝒊) 𝒂𝒏𝒅  𝒚(𝒕𝒊)   are the factual location coordinates of the 
target and  𝒙𝒏(𝟎)  and 𝒚𝒏(𝟎) are the coordinates of the nth 
reader in the two-dimensional tracking space [1] 
So the reduced condition (state) variable of the arrangement 
at time ti is  

X(ti) = [x(ti)        y(ti)]                       (4) 
 

dn ( ti ) is the tangible distance between the nth tag and 
reader at the sampling time ti  

 dn(ti) =   √(x(ti) − xn(0))
2

+ (y(ti) − yn(0))
2
   (5) 

     zn(ti) and vn(ti) is the measured distance and 
measurement noise of the sampling time ti 

                           zn(ti) = dn(tI
. ) + vn(ti)                     (6) 

The processing model beneath irregular sampling intervals is 
given below 

x(ti) = A(ti−1) x(ti−1) + ω(ti−1)                     (7) 

Where, 

A(ti−1) =  [
A x(ti−1) 0

0 A y(ti−1)
]   and A x (ti−1)    and 

A y (ti−1) is the state (conditional) transition matrix along the 
latitude axis and longitude axis respectively, the state 
transition matrix is assumed to be a unity that is    

A x` (ti−1) = A y (ti−1) = 1 

w( ti−1 ) = [ω x(ti−1)             ω y(ti−1)]
T
 is the processing 

noise in the latitude axis and longitude axis and these noises 
are sovereign of each other. 

The covariance matrix is given by 

Q( ti−1 ) =  [
Q x(ti−1) 0

0 Q y(ti−1)
]                (8) 

And the processing noise covariance matrix is assumed to 
be a unity that is Q x (ti−1) = Q y (ti−1) =1 

As for simplicity, we have omitted the parameters that 
are velocity and acceleration of the object, the system is 
reduced to position only. The state transition matrix and the 
processing noise covariance matrix are assumed to be unity.  
 
2. The Proposed Localization Algorithm  GAUSS- 

NEWTON  Algorithm 

   For identification of the position of objects/targets, the 
Gauss-Newton algorithm is used and it is discussed in detail 
below.  

 Specified, m functions r = (r1………..r m  ) (frequently 
known as residuals) of n variables  β = (β1………… βn ) 
with m ≥ n, the Gauss-Newton algorithm  method iteratively 
discovers the unknown value of the variables that reduce the 
sum of squares, 

S (β) = ∑    𝒓𝒊(𝜷)𝟐                         
𝒎

𝒊=𝟏
          (9) 

β (0) is the preliminary guess for the minimum 

   𝜷(𝒔+𝟏) =    𝜷(𝒔) −  (𝑱𝒓
𝑻𝑱𝒓)−𝟏 𝑱𝒓

𝑻 𝒓  ( 𝜷(𝒔))          (10) 

In equation (4) r and β represents column vectors and their 
entries in the Jacobian matrix  

(𝑱𝒓)𝒊𝒋    =  
𝜷𝒓𝒊(𝜷(𝒔))

𝝏𝜷𝑱

                                                        (𝟏𝟏) 

Stipulation m = n, then iteration equation cut down to 

       𝜷(𝒔+𝟏) =    𝜷(𝒔) −    (𝑱𝒓)−𝟏  𝒓  ( 𝜷(𝒔))                    (12) 

The above-simplified equation is a one-dimensional direct 
sweeping statement of NEWTON’s method. The main aim 
is to discover the parameter β, so that the function f (x, β) 
finest hysterics some data points (xi, yi ) in data fitting, and  
the function ri  is the residual 

𝒓𝒊(𝜷)  =  𝒚𝒊 − 𝒇(𝒙𝒊, 𝜷)                           (13) 

The GAUSS-NEWTON algorithm can be articulated in 
conditions of Jacobian matrix Jf   of the function f as  

𝜷𝒔+𝟏 =    𝜷(𝒔) +    (𝑱𝒇
𝑻 ⋅ 𝑱𝒇)

−𝟏
 𝑱𝒇

𝑻 𝒓  ( 𝜷(𝒔))            (14) 

Where    (𝑱𝒇
𝑻 ⋅ 𝑱𝒇)

−𝟏
 𝑱𝒇

𝑻 is the left pseudo inverse of Jf. 

 This condition is m ≥ n is necessary otherwise, (𝑱𝒓
𝑻 ⋅ 𝑱𝒓)−𝟏  

is singular and the equation cannot be solved.  
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The Gauss-Newton algorithm can to be linearly 
approximated by Taylor’s series expansion 

𝒓(𝜷) ≈  𝒓  ( 𝜷(𝒔)) +  𝑱𝒓 (𝜷(𝒔)) 𝜟                              (15) 

Where,  𝜟 =  𝜷 − 𝜷(𝒔)                                              (16) 

  𝜟 Aims to lessen the sum of squared error  

𝒎𝒊𝒏‖𝒓  ( 𝜷(𝒔)) + 𝑱𝒓 (𝜷(𝒔)) 𝜟||𝟐                               (17) 

The above equation is the linear least-square dilemma, 
which can be solved unambiguously. With the help of this 
model, target location estimation has been done. To further 
explain this concept, the proposed flow chart of intelligent 
tracking model based on RFID localization is shown in 
figure 2. 

B. PROPOSED INTELLIGENT MODEL 
TECHNIQUES 

As shown in figure 1, an intelligent model comprises 
intelligent techniques i.e. CNN and UKF; this section of the 
paper discusses the theory of intelligent techniques. 

 

Figure-2: The Proposed Flow Chart of AI-based 
Intelligence Surveillance Model 

1. Convolution Neural Network 

In CNN architecture, a convolution layer is an elementary 
layer that performs the mining of features.  

The kernel and weight values of the layer are then updated 
according to loss estimates on the training dataset through a 
back-propagation algorithm called gradient descent. The 
second layer of CNN architecture is a nonlinear activation 
function. The linear output of the convolution operation is 
used as input to the nonlinear activation function. In this 
work rectified linear unit (ReLU) was used to 
remove negative values (obtained during convolution) from 
the filtered images and replace them with zeroes. Next, the 
pooling layer reduces the dimensionality of the feature maps 
so that small shifts and distortions can be introduced, 
decreasing the learnable parameter. Following, a final 
convolution layer is a fully connected layer, where output 
feature maps are rehabilitated into a one-dimensional 
arrangement of vectors and then referred to as a fully 

connected layer [11], as shown in the block diagram of CNN 
architecture is shown in figure 3. 

 

 

 

 

 

 

 

 

 

 

 

 

 

               

Figure-3: Block Diagram of CNN 

2. UKF  Based  Tracking [1] 

The position estimation of the trajectory is contemplated 
adaptively, for this purpose Unscented Kalman filter is 
considered 
A generalized sigma point method is applied here 

xa
(0)

= [ xx
(0)

     xw
(0)       xv

(0)
]

T
 

= [ x
^
(ti−1 ∕ ti−1)        Onw

       Onv
 .
 ]

T

                  (18) 

Where Onw
 and Onv

are the columns vectors of zeroes 
and the dimensions of the processing noise and the 
measurement noise are the same 

xa
(i) = [ xx

(i)     xw
(i)       xv

(i)]
T
 

= xa
(0)

 +    √Pa(ti−1 ∕ ti−1)(λ + L)                      (19) 

Where i = 1,2,3……..L 

xa
(i+L)

= [ xx
(i+L)

     xw
(i+L)       xv

(i+L)
]

T
 

= xa
(0)

−   √Pa(ti−1 ∕ ti−1)(λ + L)                       (20) 

Where i = 1, 2, 3……..L 

Pa(ti−1 ti−1⁄ )   = 

[

P(ti−1 ∕ ti−1) 0 0

0 Q(ti−1) 0

0 0 R(ti−1)
]                          (21) 

Where the subscript ‘a ‘denotes augmentation [1].  The 
dimensions of the augmented state are the sum of the length 
of the state vectors, process noise vector, and the 
measurement noise that is 

L = n x + w x + v x                                                    (22) 
Let Wm

(0)
 be the weight of mean at that point, which is 

indexed as zeroth point and the associated weight with the 
generated sigma points is discussed below 
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                                       Wm
(0)

=  
λ

λ+L
                                   (23) 

                           WC
(0)

=
λ

λ+L
+ (1 − α2 + B)                   (24) 

                  Wm
(i) = Wc

(i) =
λ

2(λ+L)
                       (25) 

Here λ = α2 (L + k) – L and α is the primary scale parameter 
and it finds outs the spreading of the sigma points around the 
mean value and its value is normally considered positive. 
The steady k is the secondary scale parameter and it is worn 
to approximate the higher-order terms and β denotes the 
distribution of x. 

• UPDATION OF TIME  

The processing model at each instant point is given by 

x
^ (i) = A(ti−1) xx

(i) + xv
(i)                                                      (26) 

The predicted mean is 

       μ
          ^

= ∑ x
^

(i)

2L

i=0

Wm
(i)                                           (27) 

The predicted covariance is 

P(ti−1 ∕ ti−1) = ∑ WC
(i)

2L

i=0

{x
^ (i) − µ

^
} {x

^ (i) − µ
^

}
T

+  Q(ti−1) 

                                                                                         (28)   
             

• UPDATE OF MEASUREMENT 
 

The measurement model at each instant point is given by 

                              z
^

n
(i) = hn

a (t, x
^ (i)) + xV

(i)                                 (29) 

Where n is the nth reader among N (ti ) RFID readers and its 
values n = 1,2,3……….  N ( ti ) 

The measurement from RSSI at time ti is given by 

  hn
a (t, x

^ (i)) =

√(x
^

(i) − xn(0))
2

+ (y
^

(i) − yn(0))
2

                               (30) 

The predicted surveillance is given by 

z
^

n =  ∑ z^(i)(i)
2L

i=0
 Wm

(i)                                           (31) 

The Innovation covariance is given by 

  Sn(ti−1) = ∑ WC
(i)

2L

i=0
{  zn

^ (i)

−   zn

^
} {  zn

^ (i)

−   zn

^
}

T

+

                                                                                      Rn (ti−1)  

                                                                                          (32)    

    The cross covariance matrix is given by 

Pxz,n  (ti−1) = ∑ WC
(i)

2L

i=0
{  zn

^ (i)

−   zn

^
} {  zn

^ (i)

−   zn

^
}

T

 (33)                                                                                

At last, the updating is done by 

x
^
(ti ∕ ti) = x

^
(ti ∕ ti−1)

+  ∑ Kn(ti−1) {zn(ti) − z
^

n}

N(t1)

n=1

        (34) 

Where Kn ( ti  )is given by 

             Kn(ti) =  Pxz,n  (ti)Sn
−1(ti)                          (35)                   

The estimated covariance is given by 

P(ti ti⁄ ) =    P(ti ti−1⁄ ) 

          − ∑ Kn(ti−1)N(t1)
n=1 Rn (ti−1) Kn

T(ti−1)                  (36)  

          

3.  ACCURACY CHECK 

From [18], the test accuracy of this intelligent model is 
measured by   

Accuracy = 
Number of correct predictions 

Total number of predictions
                 (37) 

III. EXPERIMENTAL RESULTS 

This experiment has been done in a sequence of two case 
studies where tracking of two different random objects has 
been done. This experiment is performed for the duration of 
1 hour on the random data generated in a specific duration of 
time; it will also categorize the incoming and outgoing 
movement of the objects.    

• Data Generation 

This Proposed intelligent tracking model is artificially 
experimented on the software platform by considering the 
area of 100 x 100 m2 where 4 UHF RFID readers are placed 
at the corner of the chosen area. For convenience 28 tags are 
placed on the floor and then identification, localization, and 
tracking have experimented. This intelligent surveillance 
model is implemented on MATLAB 2020, deep learning 
Residual Network 101 tool. The initial state in the process of 
tracking of the object in the 2D indoor tracking is x0 = [ x(0)   
y(0)]. By test and trail, sampling time is T = 0.05s, and 
initial assumed covariance matrix is P0 = diag (0.10). 

1. Case Study I 

In the first case study, localization and tracking of the 
randomly chosen object were experimented with concerning 
RFID antenna 1.  
Then the number of readings of RSSI values is collected 
from the RFID antennas when the object 1 is moving. These 
RSSI values obtained from the RFID antennas are processed 
to create samples as shown in figure 4. 
 

TABLE-1: Number of RSSI readings at the RFID   
Antennas 
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Figure-4: Samples generated in case the study I when 
Object 1 is moving concerning RFID antenna 1 

 
 These samples are given as input to the CNN for further 
processing and in the identification of the object position. 
The dimensions of each sample are 224*224*3. These 
samples are used in the localization of objects in the area of 
100*100 m2 and localization of multi-objects have been 
experimented as shown in figure 5.  
 

 
 
                    Figure-5: Indoor Localization  
 

 In the case study I, object 1 is randomly selected from 
figure 5 which is denoted by the black (*) sign for tracking, 
and this tracking of object 1 has been done concerning 
RFID antenna 1. 
 

 
 

Figure-6: Estimated Reference Trajectory concerning the 
RFID Antenna 1 

For tracking of randomly selected objects from figure 5, the 
reference trajectory on which the randomly selected object 1 
will move is shown in figure 6.  

 

  Figure-7:- Estimated trajectory in the horizontal axis 
concerning the RFID Antenna 1 

The estimated horizontal trajectory is shown in figure 7, 
this figure shows that object 1 is moving on the reference 
path which is plotted concerning RFID Antenna 1. 

 

Figure-8: Estimated Trajectory in the longitudinal axis 
concerning RFID Antenna 1 

As shown in figure 8, the estimated longitudinal trajectory of 
object 1 concerning the RFID antenna 1.  The minimum 
tracking error obtained in the longitudinal and the horizontal 
trajectory is shown in figure 9. 

 

Figure-9: Minimum tracking error Vs number of 
iterations 
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2. Case study II 

In the second case study, localization and tracking of the 
randomly chosen object experimented concerning the RFID 
antenna 3. The RSSI generated from the RFID readers in 
case study II is shown in table II. 

TABLE-2:  Number of RSSI readings at the RFID 
Antennas 

 

 

Figure-10: Samples generated in the case study II when 
Object 2 is moving concerning the RFID antenna 3. 

The samples generated from the received RSSI are shown in 
figure 10 and the dimensions of these samples are 
224*224*3. These samples are used in the localization of 
objects in the indoor scenario as shown in figure 11. 

 

Figure-11: Indoor Localization 

In this case study, object 2 is randomly chosen from figure 
11 which is nearer to the RFID antenna 3 for tracking. In this 
case tracking of object 2 which is denoted by the black (*) 
sign is done concerning the RFID antenna 3 is shown in 
figure 11. 

 

 
Figure-12: Estimated Reference Trajectory 

concerning the RFID Antenna 3 
 
 The estimated reference trajectory concerning the RFID 
antenna 3 is shown in figure 12. 

Figure-13: Estimated Longitudinal Trajectory 
concerning the RFID Antenna 3 

 
The estimated path in the longitudinal trajectory and the 
horizontal trajectory of randomly chosen object 2 from figure 
11 is shown in figure 13 and figure 14 respectively. 

 

 

 Figure-14: Estimated Horizontal axis Trajectory 
concerning the RFID antenna 3 

 
 The minimum tracking error in the longitudinal and 
horizontal trajectory in case study II is shown in figure 15. 
 

RFID 
Antenna 

Number of readings of  RSSI and its corresponding value 
in dBm 

1 
Watt 13 11 9 10 12 8 14 6 7 15 

dBm 
-

54 
-

77 
-

82 
-

63 
-

36 
-

71 
-

42 
-

43 
-

47 
-48 

2 
Watt 16 14 12 13 15 11 17 9 10 18 

dBm 
-

48 
-

75 
-

79 
-

66 
-

50 
-

84 
-

43 
-

34 
-

78 
-43 

3 
Watt 20 18 16 17 19 15 21 13 14 22 

dBm 
-

74 
-

52 
-

67 
-

50 
-

62 
-

55 
-

50 
-

41 
-

80 
-41 

4 
Watt 23 21 19 20 22 18 24 16 17 25 

dBm 
-

54 
-

60 
-

30 
-

49 
-

71 
-

48 
-

68 
-

59 
-

49 
-45 
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Figure-15: Minimum tracking error Vs numbers of 

iterations 

3. Experimental Values 

Table III shows the number of objects IN and OUT and the 
numbers of moving objects in the two case studies are shown 
in the table. 

Table-3: The Outcome of the Experiment 
 

 
The observed parameters during the experiment of the 
intelligent tracking model based on RFID localization are 
shown in table 4 

Table-4:  Parameters Observed 

 Case Study I Case Study II 

Network Size 100*100 m2 100*100 m2 

Pt(Transmitted Power) 100 Watt(w) 100 Watt(w) 

PL(Power Loss) 30 Watt(w) 30(Watt)w 

Noise 0.731 0.4624 

mean 0 0 

Standard deviation 1 1 

Localization error 12.408 13.937 

Number iteration 150 150 

 
IV.    CONCLUSION 

 
 The obtained accuracy is 98 percent which is due to the 
complex indoor environment and this can be further 
improved in future work. The experimental outcome shows 
that this AI-based intelligent surveillance model is 
successfully implemented and it provides better 
performance in terms of precision, effectiveness. The 

proposed application can be adaptively implemented for 
multi-object localization and multi-tracking trajectories. 
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