
International Journal of Recent Technology and Engineering (IJRTE) 

ISSN: 2277-3878, Volume-8, Issue 3C, November 2019 

219 

Published By: 

Blue Eyes Intelligence Engineering 

& Sciences Publication  

Retrieval Number: C10371183C19/19©BEIESP 

DOI:10.35940/ijrte.C1037.1183C19 

 
 

 

Abstract— Essence of the risk management model in supply 

chains of enterprises is investigated in the article. Classification of 

type  risks faced by enterprises in construction of their own supply 

chains is considered. The SCRM model is analyzed as a supply 

chain management tool. Necessity to introduce a risk management 

algorithm at enterprise using modern technologies is 

substantiated. Structural elements and relationships of the supply 

chain risk management algorithm are identified. It is justified that 

one of the most effective tools for identifying and analyzing risks 

in supply chain is big data, which should include information 

about the participants (elements) of the supply chain; resources 

used by supply chain members and / or moving between its 

elements; logistics processes that occur at each stage of the supply 

chain. It is also established that the use of block chain technology 

will ensure the integrity, reliability and security of information, 

which will form the basis of big data risk management in the 

supply chain, and the effective functioning of the entire supply 

chain risk management system. 

 

Keywords : factors of risk in supply chain, risk types, supply 

chain risk management, big data, decision analysis. 

I. INTRODUCTION 

Development of integration processes in economy and 

their departure from main economic links along lines of 

interaction with business partners in sphere of supply and 

marketing of finished products led to emergence of concept 

of "integrated logistics" in the early 1980s, or " supply chain 

logistics. Accordingly, concept of supply chain management 

(SCM) has been developed in integrated logistics 

management [1]. According to the definition of European 

Logistics Association, SCM is an integrated approach to 

business that reveals fundamental principles of management 

in logistics chain, such as formation of functional strategies, 

organizational structure, decision-making methods, resource 

management, implementation of support functions, systems 

and procedures. 

In process of evolution, conceptual apparatus of concept 

SCM has changed significantly. For example, SCOR-model 

(supply-chain operations reference-model), recommended by 

international organization – The Supply-Chain Council 

(SCC). SCOR model provides its own language to describe  
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supply chain participants. This model uses a system for 

evaluating effectiveness of chain and business processes. 

Model provides a graphical representation of supply chain 

and network structure of an integrated business in terms of 

material flow in production cycle of product. In addition, 

SCOR-model is an effective tool for supply chain 

diagnostics, identifies bottlenecks and presents possible 

alternatives to building a company logistics system. [2] 

In order to develop and improve SCOR-model, Supply 

Chain Council has developed DCOR-model (design chain 

operations reference model), a recommended design chain 

operations model that covers product creation processes. 

DCOR-model is based on a description of basic business 

processes: research, design, integrate, amend, combined by 

plan scheduling function. . It should be noted that process 

categories of DCOR-model focus on three areas of 

innovation: product refresh, new product, new technology. 

DCOR-model can be used both individually and in 

conjunction with SCOR-model. 

Supply Chain Council also envisages development of a 

third model - CCOR-model (customer chain operations 

reference model) - a recommended model for consumer 

chains, which together with two existing IBRF-model 

(integrated business reference framework model) is 

recommended integrated business structure. IBRF-model is a 

business planning tool that can integrate value chain 

management across the product life cycle. With introduction 

of this structure, it will be the first time that product chain, 

supply chain and consumer chain can be integrated into full 

value chain of product. 

In context that one of the stages of management is risk 

management, concept of SC risk management (SCRM) has 

been developed as a means of mitigating their risks) [3]. 

However, dynamics of economic environment, market 

volatility, financial and information secrecy from 

counterparties, information integration problems, etc. 

necessitate improvement of SCRM model in light of current 

market requirements and new information technologies, to 

develop and justify algorithm of application of this model in 

management process. 

II. LITERATURE REVIEW  

Work of Ukrainian and foreign scientists is devoted to 

study problems of supply chain management, in particular the 

analysis of risks in supply chains. 
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Chandak, A. Gangele in article «Influence of Supply Chain 

Management Strategy on Supply Chain Management 

Performance a Statistical Model Analysis in Context of 

Indian Automobile Industry» have characterized features of 

supply chain management (SCM), as they become the focus 

of much attention in many organizations. Scholars have also 

explored SCM strategies and their impact on SCM 

performance in industrial car manufacturing in India. The 

current expertise in SCM is highlighted. In addition, article 

examines SCMS and SCMP associations and relationships 

[4]. 

Purposes of this study «The Educational Logistic Potential 

and Supply Chain Link to Agro-Tourism Through Learning 

the Lifestyle Amphoe Lansaka, Nakorn Sri Thammarat»  

were to examine readiness and accordance of potential, 

demand of logistics potential and agro-tourism supply chain 

in Lan Saka district, Nakhon Si Thammarat province. [5] 

In the work «Problems in a achieving consensus in 

sustainable supply chain formatin» by Mikita Lushcheuski 

the main objective is to find actions or technologies which 

might facilitate interaction among different supply chain 

members or help to achieve consensus in the sustainable 

supply chain formation [6]. M. Lushcheuski argue that one of 

the best solutions for improving the supply chain 

management process and achieving consensus in sustainable 

supply chain formation is the implementation of 

blockchain-based technologies and smart contracts. On one 

hand blockchain technologies can increase the speed of 

material, good, service, cash, and information flows, the 

possibilities of frauds. 

On the other hand, the authors of the study “Highlighting 

the importance of considering impacts of  both external and 

internal risk factors on operational parameters to improve 

Supply Chain Risk Management“ argue that operational risk 

management in supply chain activities is important for the 

successful achievement of the desired outcomes [7]. The 

authors proposed an approach that allows to analyze the 

supply chain both from the perspective of events local to the 

supply chain and from the perspective of external events as 

they will directly influence the internal ones. Then the 

authors consider supply chain risk management not only as 

an operational research process, as do all the relevant survey 

papers, but a data science problem to gain deeper real-time 

insights for information risk management. 

Considering the considerable contribution of foreign and 

domestic scientists, it should be noted that in the current 

conditions of dynamic development of economy and 

information technologies, the issue of improving supply 

chain risk management algorithm with use of modern 

technologies becomes relevant. 

III. METHODOLOGY AND RESERCH DESICN  

In order to develop a risk management algorithm in supply 

chain using modern technologies, in this article methods of 

systematization and interpretation (to systematize the types 

of risks in the supply chain), methods of abstraction and 

concretization, logical analysis (in determining the 

components of the risk management algorithm in supply 

chain) ), a method of system-structural analysis (to build an 

algorithm and an improved structure of supply chain, taking 

into account developed risk management algorithm), a 

graphical method and a simulation method (in the process of 

interpreting results of developing a supply chain risk 

management algorithm). 

IV. RESULT AND DISCUSSION  

Logistics chain can be defined as channel through which 

products are transferred from supplier to the end consumer. It 

is influenced by virtually all functions performed by its 

members. An insecure supply chain may pose a risk that 

company will not be able to identify in advance. In addition, 

protection against theft of material and intellectual assets of 

company requires a comprehensive system of risk 

management in enterprise. Managing organizational change 

in supply chains can be managed based on five key 

principles: FAST; bench marking processes; process 

engineering; process re engineering; supply chain 

optimization. 

European companies and companies practice their 

logistics activities using the following seven rules (7R 

righting) or as they are called seven "needs": 1) Product – 

right product; 2) Quantity – in required amount; 3) Quality – 

required quality; 4) Time – must be delivered at right time; 5) 

Place – in right place; 6) Costs – with minimal costs; 7) Client 

– right client. On the one hand, for each supply chain, these 7 

principles are a set of established and prescribed rules, 

deviations from which are undesirable and in some cases not 

even acceptable. Only if all seven rules are fulfilled, logistics 

system will achieve efficiency, effectiveness and rationality 

in its activity [8]. Therefore, on the other hand, these 7 

principles are sources (factors) of risk that determine its 

occurrence (Fig. 1). But in addition to these "classic" logistics 

components, in our opinion, formation of supply chain must 

take into account security components and risk management. 

Systematization of factors risks allows working out the 

effective system of their exposure and prognostication. In 

turn the detailed description (classification) risks performs 

the certain duty of algorithm on the basis that control system 

by risks is developed and created, instruments and measures 

will be determined in relation to minimization of negative 

influence on the object management in conditions of 

vagueness and multi-variant approach development. Defense 

of chain supplies means development and application of 

measures providing process and minimization risks in area of 

all chain. To that end a large value is acquired by 

classification of risks on a sphere (in relation to a chain) and 

implementation of chain supplies (phases table 1).  

Above classification shows that process of planning and 

risk minimization applies to both internal and external 

environment of enterprise and begins with production of 

goods and ends with their delivery. In addition, it can be 

noted that there are different forms of risks for supply chains. 

For example, the problem of industrial espionage is the most 

pressing in Germany, China, Russia and Iran (according to 

the data presented in the TAPA – Transported Asset 

Protection Association) [9; 10]. According to preliminary 

estimates of security experts, annual losses for Germany 

amount to tens of billions euros. Chinese spies are  
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intentionally looking for innovative products to expand their 

own technical and economic know-how. Another example of 

illegal logistical activity is theft of goods and such incidents 

have been quite common in Europe in recent years. Figures 

presented by TAPA (Transported Asset Protection 

Association) indicate a sharp and alarming increase in 

number of stolen vehicles and goods, goods stolen from 

trailers or warehouses. Based on TARA data, Germany 

counted 192 cargo and warehouse thefts during the first three 

quarters of 2018. Based on TARA data, in the first quarter of 

2019 alone, 697 cargo and warehouse thefts occurred in 65 

countries. The following countries suffered the greatest 

financial and commodity losses: Great Britain (95 thefts), 

Netherlands (90), Germany (55), Spain (45) and Italy (42), 

and others. The total theft rate increased by 9% compared to 

the same period last year [11, p. 12]. 

Therefore, in order to prevent or minimize supply risks, we 

propose to perform a risk analysis using the algorithm shown 

in Fig. 2. The above algorithm allows to analyze and evaluate 

any deviations from the planned parameters (indicators) in 

the supply chain (quantity, quality, place, time, etc.) on the 

basis of establishing a system of appropriate indicators and 

on the basis of this information to determine effective 

methods of counteracting risks. 

 

It should be noted that the main condition for the effective 

operation of the above figure 2 algorithm is a large array of 

information that must meet the requirements of reliability, 

relevance, measurability. Figure 1. Factors of risk in supply 

chain 

 

Table 1: Classification of Risk Types in SC [12, p. 5]

Internal risk types  External risk types 

Type Description Type Description 

Plan 

risks  

occur in input information regarding 

demand and supply, capacity and 

resources  

Environmental 

risks  

emanate from outside SC, are often related to 

social, economic, governmental and climatic 

factors and lead to additional supply and demand 

risks  Source 

risks  

occur while collecting information and 

materials in the planning process of SCM  

Make 

risks  

occur while obtaining resources 

transformed into products and/or services  
Business risks  occur as a result of external factors that impact 

on management stability, suppliers’ finances, 

and/or supplier firms’ sales and purchases  Delivery 

risks  

occur while requesting and transporting 

order/product  

Return 

risks  

occur when receiving material flows, 

services and/or products  
Physical plant 

risks  

occur due to events impacting on condition of 

supplier's physical facility and regulatory 

compliance  
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Figure 2. Algorithm of supply chain risk management 

Besides one term of origin risk there is null information 

about a situation (event, future), and that is why one of the 

most effective instruments of management risks (identify and 

analysis) in the chain of deliveries, to our opinion, is big data. 

If to take the classic model of conception SCM for basis, then 

big data with the aim of management risks (rice. 3) must 

include next information: 

1) in relation to the participants (elements) of chain 

deliveries; 

2) in relation to resources that is used by the participants of 

chain deliveries and/or move between his elements; 

3) in relation to logistic processes that take place on every 

stage of chain deliveries. 

Thus, all this information must be complemented by 

indexes (by indicators) after that it is possible risks in the 

chain deliveries to identify, to estimate (qualitatively or in 

number) and classify after a level. 

In order to accumulate, exchange, transmit, preserve the 

integrity of information and evaluate risk based on each stage 

of supply chain, blockchain technology, which is an 

ever-increasing sequence of information blocks (each 

subsequent block contains information about the previous 

block), may be promising, which: 

- stored simultaneously by all network users; 

- constantly updated and refer to old blocks; 

- are shared between participants through peer-to-peer 

networks 
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Figure 3. Improved supply chain structure, taking into account the developed risk management algorithm 

Figure 4. Basic blockchain diagram in supply chain logistics [13] 

 

A timestamp (hash) is added to each block, which is most 

easily imagined as a unique fingerprint. These blocks are 

strictly in a certain order in chains. If you try to delete or add 

a block, system immediately turns to tens of thousands other 

versions of this book and detects a mismatch in the block 

structure due to a hash sum mismatch. To protect against 

changes in timestamps and hash sums, block chain uses 

several methods of protection: Proof of Work (PoW, proof of 

work) and Proof of Stake (PoS, proof of ownership) [14]. 

Thus, use of block chain technology will ensure the integrity, 

authenticity and security of information, which will form the 

basis of big data risk management in the supply chain. And 

this will ensure the efficient operation of the entire system 

supply chain risk management. 
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V. CONCLUSION 

Level of development SCM both today and in the future 

will be a major factor in competition between enterprises, 

economic regions and countries. In doing so, reliable security 

in the supply chain will be a key element in gaining 

competitive advantage. Another competitive advantage, in 

our opinion, could be to build simultaneously efficient, 

flexible and responsible supply chains that meet the current 

requirements of digitization. 

Thus, use of modern technologies in supply chain risk 

management will help optimize information flow, reduce 

costs and prevent risks and fraud in the field of foreign 

economic activity. Block chain technology will allow supply 

chain logistics to be transparent, understandable and 

predictable, providing big data risk management systems 

with comprehensive, reliable and secure information. 

Further research should be directed to the development of 

an analytical component of big data risk management system 

in the supply chain of goods.  
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